SUBSCRIPTION LICENSE AND SERVICES AGREEMENT
BETWEEN THE CITY OF SAN JOSE
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compilation of the Subscription Software. Except as expressly provided by this SLSA, Licensee
is prohibited from using the Subscription Software to provide service bureau services to third
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breach of the foregoing warranty. Licensee must provide notice to Infor of any warranty claim
within the warranty period. For clarity, Licensee’s entitlement to Support (as defined in Section
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products, provided such data does not contain any Personal Information regarding Licensee, its
employees, customers or Authorized Users, or (c) disclosure in accordance with the California

iii. the use of encryption techniques when Licensee’s Data is transmitted or transferred into
or out of the hosted environment;
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Licensee; (iv) develop and implement an appropriate plan to remediate the cause of such
Information Security Incident to the extent such cause is within Infor’s control; and (v)
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Licensee or an admission of guilt by Licensee (1f Licensee chooses to represent 1ts own interests in
any such action, Licensee may do so at its own expense, but such representation must not prejudice
Infor’s right to control the defense of the claim and negotiate its settlement or comnromise): (iii)
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d. Return of Licensee Data. Upon termination or expiration of this SLSA, Infor shall promptly
make all Licensee Data available to Licensee as a native database export provided through
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funds.

No nenaltv chall aceme for Ticensee in the event this nrovision is exercised. and T.icensee shall
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Signature Date: November 15, 2018 Signature Date:
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Including coverages for negligent acts, errors, or omissions Not less than $1,000,000 each claim and
arising from professional services provided under this annual aggregate.
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b. Contractor’s insurance coverage shall be primary insurance as respects the City, its
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Each insurance policy required by this clause shall be endorsed to state that coverage shall
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| Services - SaaS MT | | | |
|4 |HAN-S-H8CDR-MT Infor Public Sector Suite - CDR Bundle - | 25 ’ NU | CXTP |
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8 | HAN-S-0311-MT Infor Public Sector Suite - Open 311 API 25 NU CXTP
- SaaS MT

9 | BBI-S-DPRO-PLT Birst Cloud Professional Edition Platform 15 NU CXT
License (Direct)

[ DRAFT--Contact the Office of the City Clerk at (408) 535-1260 or CityClerk@sanjoseca.gov for final document. ]




[ DRAFT--Contact the Office of the City Clerk at (408) 535-1260 or CityClerk@sanjoseca.gov for final document. ]




LU dily UL 11U 1GaSUlL 111 aULULIUALIVT WILL LD OULLIULL 11 LAVULIDUL VIVULD LU LULLLLLIGLY WAL /1L 1 ULLL
for convenience it shall provide no less than ninety (90) days advance written notice of such
termination and upon the effective date of such termination pay to Infor a fee equal to fifty percent
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THE PARTIES have executed this Order Form through the signatures of their respective authorized
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SERVICE LEVEL DESCRIPTION
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e Power infrastructure that includes redundant sources (multiple power feeds, generators, battery
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controlled implementation of changes that Infor may make from time to time in the support of the services.
Changes require both a risk analysis and a peer review before being implemented in Infor’s infrastructure.
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customers. Infor may have access to non-public information from multiple sources that include:

e Directly from use of one of Infor’s hosted applications.

e Directly from a customer’s designated service representative or indirectly via batch data transfers.

¢ In the course of transactional activities as information is updated or processed by an Infor hosted

application, or through data maintenance activities.

e Other sources as defined by one of our solutions.
Infor has implemented a defense-in-depth strategy to protect non-public information. This strategy is
based upon best-practices designed to comply with applicable laws and regulations and is based upon

e Security Policies: We require that all employees be responsible for the security of non-public
information and follow the practices defined within the Information Security Management System.

e Information Security Organization: Infor’s management is committed to security and has
established an organization responsible for the security of non-public information.

e Asset Management: All assets are strictly controlled and all information is classified in order to
determine the appropriate controls required for access and handling.

¢ Human Resources Security Practices: In the US, Infor conducts a comprehensive background
check and screening at the time each employee is hired and requires that employees maintain
familiarity and compliance with security responsibilities. When employees leave Infor, a formal
process is established to remove their physical and virtual access to the Infor infrastructure.

e Physical and Environmental Security: Infor places critical components in physically controlled
spaces with best-practices in place to secure infrastructure. Physical and environmental security
measures include card and/or biometric access controls, and limited access to secure locations
based on job function.
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e Communication and Operations Management: Infor has implemented strong operational
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malicious code, backup processes, network security, media handling and exchange of information
are constantly being analyzed and monitored to insure they provide reasonable protection for your
data Thnd party serv1ce prov1de1s with access to conﬁdentlal mfonnatlon are 1equ11ed to adhere
own policies and procedures regarding the protection of confidential information.

e System Development: Security requirements of all applications that handle confidential
information are defined early in the development stage. Appropriate data protection techniques
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our teams immediately begin work to identify the scope of imp;act, ‘mitigate any'exposure',

e Comnliance: We are constantlv analvzing the reauirements of legal. regulatory. and contractual
op11ganons 10 ensure we are aniaing oy me requirements ndat apply 1o inc nanaimng ol your aata.

Scheduled Maintenance — The services shall be subject to a regularly scheduled weekly maintenance

wmdow Infor makes commercially reasonable efforts to establish maintenance windows durmg tnnes
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the scheduled maintenance windows to maintain the integrity and security of the services. In such cases,
Infor will provide Licensee’s primary point of contact as much advance notice of the planned maintenance
as is technically feasible. The regularly scheduled weekly maintenance windows and any period of
unavailability due to maintenance for which Licensee is given at least 72 hours advance notice is
considered “Scheduled Maintenance”.
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hours per dav. seven davs a week. excent during Scheduled Maintenance. Infor’s service level obiective

1S YY.D% Avalapllily measurea on a montniy pasis.

Availability for the Subscription Services is measured monthly as a percentage of Scheduled Available

e "Scheduled Available Minutes” are the total minutes in a month less the number of Scheduled
Maintenance minutes in the applicable month.

e “Available Minutes” is the number of Scheduled Available Minutes in a month less the aggregate
number of minutes the Subscription Services were unavailable outside of Scheduled Maintenance.

e “Availability” is a percentage calculated as the Available Minutes in a month divided by the
Qrhadnlad Aviailahla Minntec in the manth
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41,280 Scheduled Avallable Minutes ((60 min. x 24 hrs. x 30 days)-(60 min. x 8 hrs. x 4 weeks) 41,280).
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unavailapity). 1ne résulting Avallavuity percentage 18 41,10V / 41,48V = Y9./7o.
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e Outages due to factors outside of Infor’s reasonable control (for example, a network or device
failure at Licensee’s site or between Licensee and Infor’s data centers);

° Connectlwty issues outs1de of Infor’s direct control (e.g. DNS issues);

-
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e Qutages attributable to the acts or omissions of Licensee or Licensee’s employees, agents,
contractors, or vendors, or anyone gaining access to the services means of UserIDs or equipment
Rttt e R R ot A

e Periods of Down Time at Licensee’s request;

e Qutages that result from Licensee’s equipment, software, or other technology and/or third party
equipment, software or other technology (other than those which are under Infor’s direct control);
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System Monitoring — Infor leverages multiple monitoring solutions to gauge the health of its systems
and alert the Infor Operations teams when issues occur.
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4  wmall aadresses
Email addresses obtained through the City’s Web Site will not be sold or given to other private
companies for marketing purposes. The information collected is subject to the access and
confidentiality provisions of the Public Records Act, other applicable sections of the California code as
well as Federal laws. Email or other information requests sent to the City Web Site may be maintained
in order to respond to the request, forward the request to the appropriate City within the City,
communicate updates to the City page that may be of interest to citizens, or to provide the City web

s vUow vl oUUVIMLVD

Some City applications use “cookies.” A cookie is a small data file that certain web sites write to the
user’s hard drive when the user visits them. A cookie file can contain information such as a user id that

is information supplied by user. A cookie is only a test file and cannot read data off user’s hard disk or
read cookie files created by other sites. Cookies can track user traffic patterns, recognize user’s
computer’s browser when user return, and could provide personalized content without requiring sign-in.

User can refuse cookies by turning them off in user’s browser settings. However, they may be required
to use some of the web applications on the City’s Web Site.

0  decurity
The City of San José is committed to data security and the data quality of personally identifiable

7  Contractual Services for the City’s Web Site and On-Line Services

To insure that contractors who have access to or provide contractual services for the City’s On-Line (e-
government) Services are not allowed to re-sell or in any way share or convey to another party or use it
for another purpose any information that they may have access to in the course of doing business for the
City; all City contracts regarding such services should contain a requirement that the Contractor must
comply with the City’s Web Site and e-Government policies.

8 Electronic Signatures and Payments

The City of San José is committed to data security and the data quality of personally identifiable
information that is either available from or collected by Contractor web site and has taken reasonable
precautions to protect such information from loss, misuse, or alteration. When a City application
accepts credit cards or any other particularly sensitive information for any of its services, it encrypts all
ordering information, such as the customer's name and credit card number, in order to protect its
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i‘he City Web Site should contain a disclaimer substantially containing the following information:
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9.1 The City of San José is neither responsible nor liable for any delays, inaccuracies, errors
or omissions arising out of user’s use of the City's Web Site or with respect to the material
contained on the Site, including without limitation, any material posted on the Site nor for
any viruses or other contamination of user’s system. The City Web Site and all materials
contained on it are distributed and transmitted “as is” without warranties of any kind,
either express or implied, including without limitations, warranties of title or implied
warranties of merchantability or fitness for a particular purpose. The City of San José is

on tne Wen dIe WNENEer e materials Containeda on e weo dITE are proviaead oy e ity
of San José or a third party. The City of San José is neither responsible nor liable for any
viruses or other contamination of user’s system.
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Unless otherwise prohibited by state or federal law, rule or regulation, user will be granted
the ability to access and correct any personally identifiable information. The City will
take reasonable steps to verify user’s identity before granting such access. Each City
service that collects personally identifiable information will allow or review and update of
that information.

Non-city web sites may be linked through the City’s Web Site. Many non-city sites may
or may not be subject to the Public Records Act and may or may not be subject to other
sections of the California code or federal law. Visitors to such sites are advised to check
e privacy stacments 01 Sucn S1ies dna 10 bpe Cautlous dboul proviaing persondily
identifiable information without a clear understanding of how the information will be

The City is not responsible for, and accepts no liability for, the availability of these outside resources.
Linked Web sites are not under the control of, nor maintained by, the City and the City is not
responsible for the content of these Web sites, which can and do change frequently; nor for any internal
links the displayed Web sites may contain. In addition, inclusion of the linked Web sites does not
constitute an endorsement or promotion by the City of any persons or organizations sponsoring the
displayed Web sites.
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EXHIBIT 3 TO URDER FORM
INFOR CLOUD PREMIUM SUPPORT PLAN AND
CUSTOMER SUCCESS FLUS FROGRAM SUMMARY

A oeneral exnlanation af the Infor Cland Preminm Sinnort Plan is. lacated at

‘I'hese descriptions are subject to change at Infor’s discretion; however, changes to these descriptions

which van have naid the annlicahle anhecrintion fees These descrintions do not renlace anv richts or
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1.1 Telephone Technical Support

Generally, Infor will provide telephone support Monday through Friday, 8:00 a.m. to 5:00 p.m., local
time, in the Licensee’s time zone, excluding holidays observed by Infor, which fall within the applicable
coverage window. Support hours may vary based on the applicable Subscription Software product, in
which case applicable Support hours are noted in specific knowledge base articles, on the Infor Support
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online incident logging, tracking and management, knowledge base articles, latest Subscription Software

1.3 Critical Incident Support

System Availability issues are considered Severity 1 incidents. If the Subscription Software is not
accessible, then you are entitled to access Infor Support 24x7x365. Critical Incident Support for System
Availability is included in every Cloud subscription. When a licensee requests technical assistance
regarding a Severity 1 System Availability issues outside of Infor Support Services coverage hours or
during locally observed holidays, the request will be routed to an open Infor Support Center or to the on-

“Critical Incident Application Support” is defined as the delivery of support for Severity 1 (production
down) situations, as defined in Section 2.2 below.

1.4 24 x7 Critical Incident Application Support

Infor will respond to Severity 1 support incidents 365 days a year and 24 hours per day. This service
will also be available during holidays observed by Infor. When Licensee requests assistance regarding a
Severity 1 issue outside of Infor Support coverage hours or during locally observed holidays, the request
will be routed to an open Infor Support center or to the on-call resource. Severity 1 incidents will be
worked within the applicable Infor Premium Support Plan or Customer Success Plus Program terms,
until the Subscription Software is operational, a commercially reasonable workaround is in place, or the
incident severity can be lowered to Severity 2 or below.
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error messages and error reproduction steps if any, and applicable screen shots and output examples if
logging online, and (e) description of the incident impact and frequency.
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