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SAN JOSE

CAPITAL OF SILICON VALLEY Office of the Citv Auditor
Sharon W. Erickson, City Auditor

March 16,2018

Honorable Mayor and City Council
City of San José

200 E. Santa Clara Street

San José, CA 95113

STATUS OF OPEN AUDIT RECOMMENDATIONS AS OF DECEMBER 31, 2017

RECOMMENDATION

We recommend the City Council accept the Status of Open Audit Recommendations as of December
31, 2017, and either affirm or drop the recommendation from the City Council-accepted 2012 Audit of
Environmental Services to eliminate the public art requirement for underground ratepayer-funded capital
projects.

SUMMARY OF RESULTS

The City Auditor’s Office conducts audits and makes recommendations to strengthen accountability and
improve the efficiency and effectiveness of City programs. The Office monitors progress toward
implementing recommendations and reports on the status of all open audit recommendations every six
months.

This is a new version of the recommendation As of December 31, 2017:
status report. The report now contains graphics as
well as a summary table highlighting the purpose
and overall status of recommendations made in 30 were issued in new reports
the last five calendar years (Appendix A).

207 open recommendations

. . 42 recommendations were implemented
These changes are meant to provide the public and P

Council with an overview of management’s
progress towards implementing audit
recommendations. The Office continues to
conduct a detailed follow-up with departments
concerning every open audit recommendation
(Appendix B).

or closed in the last six months

4 reports should be prioritized to address
basic internal control concerns

10 previously designated priority items

remain open
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Departments Implemented 68 Percent of Recommendations Made in the Last Five Years.

Over the last five years, the City
Auditor’s Office made 420
recommendations to improve or
enhance city services. 68 percent of
those recommendations have been

Audit Recommendations Implemented Since 2013

et implemented or closed. This includes:
Implemented
N 22% o 80 percent from 2013
ot

Implemented Implemented L4 84 percent from 2014
10% 68% . 78 percent from 2015

. 48 percent from 2016

. 31 percent from 2017

For more detail see Appendix A.

Departments Implemented or Closed 42 Recommendations in the Last Six Months. For
example,

The Environmental Services Department (ESD) implemented 8 of the 10 recommendations from
the Sep-2017 Audit of ESD Consulting Agreement — resulting in a $1 million credit to the City and at
least half a million dollars in savings going forward.

The Department of Transportation implemented its electronic inspection system and is using it
to resolve identified conflicts and look for ways to further enhance reporting (Audit of Street
Sweeping, 2016).

The Development Center updated handouts and website information to reflect current codes and
ordinances using plain language where appropriate, and revamped the online permit page
(sjpermits.org) to make it clear and intuitive for customers (Audit of Development Services, 2014).
Although golf courses continue to require significant subsidies from the General Fund, PRNS has
worked with its operators to implement customer growth, outreach, and retention plans (Audit
of Golf Courses, 2015).

The Finance Department implemented the final 3 recommendations from the 2013 Audit of Indirect
Cost Allocation to improve procedures and transparency around the preparation of the Indirect
Cost Allocation Plan.

A Total of 207 Recommendations are

still Pending. This includes 151 Open Audit Recommendations by Intended
recommendations  that are  partly Outcome

implemented, and 56 recommendations that

have not been implemented (for more detail Operational Efficiency 39

see Appendix B).

When implemented, a majority of those Tf::gi:ﬁ;:,ﬁ,:; ‘ 44
recommendations will improve operational

efficiency of city departments. Others will  Improved Service Delivery [} 39

improve transparency and accountability, or

improve service delivery. Others will help Securing City Assets [l 29

secure city assets.

® Not Implemented

Partly Implemented
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Open Audit Recommendations by Lead Deparment or Office
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In Our Opinion, Four Reports Should be Prioritized to Address Basic Internal Control
Concerns. Every large organization has a system of controls designed to reduce risk. In our opinion,
the City should prioritize implementing the following recommendations to reduce its risk.

To improve information technology general controls including system security, credit card
security, and disaster recovery, the Information Technology Department should finalize the
Citywide security policy. This would address nine recommendations from our 2012 Audit of
Information Technology General Controls.!

To gain control of off-duty Police work, the Police Department should improve management of
its secondary employment program that allows sworn personnel to work second jobs in uniform
in addition to their City work. 2| of the 30 recommendations in that report are still pending
(Audit of Police Department Secondary Employment: Urgent Reform and A Cultural Change Needed to
Gain Control of Off-Duty Police Work, 2012).

The Office of Economic Development should bring current the backlog of expired leases of City
property, and use its property leasing system to estimate fair market rent and subsidies (Audit of
the City’s Oversight of Financial Assistance to Community-Based Organizations, 2008).

To ensure a more coordinated response and better follow-up to injuries that cost the City about
$9 million per year at the time of our audit, the Fire Department plans to prioritize hiring a safety
officer by October 2018. Seven other recommendations from that audit are still pending (Audit
of Fire Department Injuries, 2012).

Ten Previously Designated Priority Items Are Still Pending. In December 2016, the City Manager
and City Auditor provided the City Council with a list of the oldest 26 recommendations without target
dates that staff would put a high-priority on resolving during FY 2016-17. Of these recommendations, |0
are still pending. They include:

2 recommendations to the Fire Department to improve emergency call response times by
restructuring response procedures and determining the long-term feasibility of squad cars (Audit
of the Fire Department Strategic Plan, 2001).

I recommendation to the Fire Department to assess inspection staffing needed to achieve its
inspection goals and objectives (Audit of Fire Department’s Bureau of Fire Prevention, 2003).

I'In addition, the department continues to work on several related audit findings from the City’s external financial audit
(http://www.sanjoseca.gov/DocumentCenter/View/63133).
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e 5 recommendations to correct pension benefits paid to retired City employees and improve
controls surrounding the calculation of retirement contributions and benefits (Audit of Pensionable
Earnings, 2009).

e 2 recommendations to maximize the number of officers on patrol by reallocating Police
Department staff and resources to (Audit of Police Staffing, 2010).

Twelve Pending Recommendations Potentially are Subject to Meet and Confer. In addition
to appearing in the attached report, we forward open items that may be subject to meet and confer to
the Office of Employee Relations for inclusion in their annual labor relations update to the City Council.2

Potential Budget Savings From
25 Open Recommendations

Totals $11.6 Million. This
includes: Transparency Improved

and Service
e Follow up on overdue accounts Accountability Delivery

in the Fire Department ($1.2 20% 20%
million)

Recommendations with Potential Budget Savings by
Intended Outcome

e Eliminating the public art
requirement for underground
utility projects ($2.2 million)

e Obtaining a software solution Securing City
for automating payroll reviews in AZSZ;:S
the Office of Equality Assurance
($0.3 million)

e Renegotiating the integration
agreement with Santa Clara
Valley Water District ($2.8 million)

e Pursuing reductions in overtime and compensatory time for supervisory employees ($1.6 million)

Operational
Efficiency
36%

e Requiring employees to lower compensatory time balances ($1.1 million)
e Reviewing mobile device billings ($0.2 million)

These and other recommendations that could result in potential budget savings will forwarded to the
Budget Office for consideration during the upcoming budget process.

Departments Expect to Implement 71 Pending Audit Recommendations Within the Next
Six Months. Addressing open recommendations in a timely manner demonstrates management’s
commitment to address risk areas and improve city services. Departments are responsible for establishing
target dates for each open audit recommendation. While departments expect to implement a significant
number of pending audit recommendations within the next six months, the target dates for 112
recommendations have slipped from their previous department-determined target dates.

One Area of Disagreement. In December 2016, the City Manager and City Auditor agreed to bring
forward items that the administration recommends should be dropped or closed, but where the City
Auditor’s Office disagrees that the problem has been fixed.

The Administration disagrees with recommendation #2| (Audit of Environmental Services, 2012). The
original recommendation reads:

2 For more information, see the 2018 Annual Summary of Labor Negotiations at San Jose, CA - Official Website - Recent Updates.

Page 6


http://www.sanjoseca.gov/index.aspx?nid=506

Recommendation #21: The Administration should consider recommending that the City Council amend
the public art ordinance to eliminate the public art requirement for certain ratepayer-funded capital
projects, including those related to underground utilities and the wastewater treatment process.

In June 2017, the City Council amended the public art ordinance to exempt Regional Wastewater Facility
capital improvement projects from the percent for art ordinance — saving ratepayers an estimated $2.5
million over the next five years. However, it did not eliminate the public art requirement for underground
ratepayer-funded projects. The Administration has indicated that it does not plan any further changes to
the Public Art Ordinance at this time

Among the objectives of our audit was to review the use of ratepayer funds and to identify opportunities
to create savings for ratepayers (per direction in the Mayor’s June Budget Message for Fiscal Year 201 I-
2012). At the time of the audit, the City’s utility rates for sanitary sewer, storm sewer, and potable water
resources had risen significantly.

Other jurisdictions, including San Francisco and San Diego, limit the impact on ratepayers of their percent
for public art policies by specifically exempting underground utilities, as well as aboveground pipes and
similar projects. San José’s Adopted 2018-2022 Capital Improvement Program allocates $2.2 million to
public art in the sanitary sewer, storm sewer, and water utility capital funds, much of which is derived
from underground utility projects. In our opinion, the City should prioritize ratepayer funds towards the
significant infrastructure backlogs in the sanitary and storm sewer systems — estimated at more than $200
million for the storm sewer system and additional millions for the sanitary sewer system. It should be
noted that if the City Council affirms the recommendation, funds for utility-related education or outreach
purposes could be allocated during the normal budget processes.

Because the Administration has indicated that it does not plan any further changes to the Public Art
Ordinance at this time, we are asking the City Council to either affirm or drop the recommendation (Audit
of Environmental Services, recommendation #21). The Administration is submitting its response under
separate cover.

The City Auditor’s Office would like to thank the City Manager’s Office and all of the affected departments
for their efforts to implement audit recommendations and for their assistance in compiling this report.

Respectfully submitted,

SLMW lk}- Ent..bal.x.ﬂm
Sharon W. Erickson
City Auditor

APPENDIX A: Status of Audit Recommendations by Calendar Year (2013-2017)
APPENDIX B: Detailed Listing Audit Recommendations as of December 31, 2017
APPENDIX C: Index of Audit Recommendations by Department/Office
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APPENDIX A:
STATUS OF AUDIT RECOMMENDATIONS
BY CALENDAR YEAR (2013-2017)
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Status of Calendar Year 2013 Recommendations

In calendar year 2013, we issued 10 reports that included 125 recommendations — 80 percent of those recommendations have been
13 percent are party implemented, and 7 percent are [glflao]EIalETaIET).

Year

Audit

Number

Audit Title

Department(s)

We made recommendations to:

Correct past errors in the allocation of participant

recommendations

Current status and total number of

Deferred Human contributions, reduce costs to participants by decreasin
2013 #1302 . Resources, ’ pariicipants by decreasing |3
Compensation Citv Attorne accumulated reserves and streamlining administrative
¥ ¥ processes, and increase fee transparency.
Office of Economic
2013 #13-03 Development OED Develop addlt-lonal performance.measurgs for.economlc
Performance development incentives and business satisfaction.
Measures
Ensure follow-up on fire code violations, improve the
2013 #13-04  Fire Prevention Fire prioritization of inspections, and target public education B 20
efforts to reduce the risk of fires.
. . Ensure fairness, consistency, and clarity in taxicab
Taxicab Service and . . . L I
2013 #13-05 Reeulation City Manager regulation through policy revisions/clarifications,
& information sharing, and potential regional coordination.
. . Strengthen City oversight of consulting agreements to
C It City M . oo
2013 #13-06 onsutting I y Vianager, improve procurement and contract monitoring processes B 15
Agreements Finance .
and increase transparency.
Master Agreements Improve contract management and monitoring at the
2013 #13-07  at the Regional ESD P ge & 7
- regional wastewater facility.
Wastewater Facility
- Increase visibility and community outreach for the City's
2013 #13-08  Graffiti Abatement ~ PRNS . " 20
anti-graffiti program.
Indirect Cost Make the overhead process more transparent for
2013 #13-10 . Finance departments and update methodologies for allocating 13
Allocation
costs to better reflect workload.
Cod - .
2013 #13-11  Code Enforcement oae Improve code enforcement division operations. B 22
Enforcement
Streamline the travel reimbursement process through an
electronic system and improve the travel policy to ensure
2013 #13-12  Employee Travel Finance Ic sy 'mprov vel policy u m 13

employee travel is necessary, reasonable, and consistent
with the policy.
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Status of Calendar Year 2014 Recommendations

In calendar year 2014, we issued 9 reports that included 97 recommendations — 84 percent of those recommendations have been
13 percent are party implemented, and 3 percent are [glolale]EIlETRIE|.

Audit
Number

Audit Title

City Funding for

Department(s)

We made recommendations to:

Clarify appropriate expenses under the City's grant

Current status and total number of
recommendations

2014 #14-01  the Children's PRNS agreement and implement contract monitoring
Health Initiative procedures.
Librarv Hours and Extend service hours and improve service for
2014 #14-02 ) v Library residents by improving staff efficiency and 15
Staffing . .
volunteerism at library branches.
Senior Clarify City policy guiding the revenue collection
2014 #14-03 Membership Fee PRNS from senior membership fees at community
Revenue centers.
Adjust homebuyer loan recipient qualifications and
2014 #14-05 Housmg Loan Housing continuously monltF)r fmanaal' information to 10
Portfolio better reach lower income residents and ensure
inspections are conducted as needed.
Customer Call City Manager, Improve call mqnitoring and resp.)o_n_se to better 13
2014 #14-06 . customer experience and accessibility for all
Handling IT .
residents.
Streamline the authorization process for purchases
5014 #14-07  City P-Cards Finance made using City-issued procuremen't cards, and' '
improve the transparency and public accountability
of government spending.
Improve homeowners' customer service experience
»014 #14-08 Devellopment PBCE at the p.ermit centfzr with improved staffing, m 22
Services streamlined coordination with development
partners, and better information.
Facilities Enable better lifecycle management for capital
2014 #14-10 . Public Works assets, and address the deferred maintenance 10
Maintenance
backlog.
Accounts Human Increase City revenues by improving controls
2014 #14-12 . Resources, surrounding the City's invoicing and collection Bl 18
Receivable .
Finance processes.
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In calendar year 2015, we issued 10 reports that included 54 recommendations — 78 percent of those recommendations have been

Status of Calendar Year 2015 Recommendations

22 percent are party implemented, and none are [gle]flgg]o](=TaalETgle=Te].

Audit
Number

Audit Title

Performance

Department(s)

We made recommendations to:

Enhance the Department of Public Works and

Current status and total number of recommendations

2015 #15-01 . Housing Housing Department performance measure
Measures Review .
calculations.
Improve the condition of City streets and address
2015 #15-02 Strget Pavement DOT t(he mal'nte'nance k'Jacklog py prioritizing fljm'dlng,
Maintenance increasing inspection efficiency, and providing
greater public accountability.
2015 #15-03 Fund Balance and Budget Inc_rease safety net reser.ves in the Gen_er_al Fund and
Reserves write more comprehensive reserve policies.
2015 #15-04 Employee Hiring Human S.treamllne the hiring process and q§ve|op a p!an to 14
Resources fill the large number of vacant positions Citywide.
. Improve cost recovery for recreational classes
PRNS Fee Activit
2015 #15-05 Pro ra:1e ctvity PRNS, Budget offered through the City while expanding access for
& low-income residents.
2015 #15-06 Curb5|f:le ESD Enhance the? City's smgle-fa@ly r(_e5|dent|al recycling
Recycling program to improve waste diversion.
Improve the utilization and finances of golf courses
2015 #15-08  Golf Courses PRNS through Council direction, increased staffing and
oversight, and competitive contracting process.
Bolster recruiting efforts and increase the efficiency
2015 #15-09 Police Hiring Police of recruiting to fill the growing vacancies in the 12
Police Department.
Clarify the City and Team San Jose's respective roles
2015 #15-11 Team San Jose City Manager in managing the fee charged to fund facility
improvements.
Personnel Emplovee
2015 #15-12 Investigation P . v Improve the structure of personnel investigations.
Relations
Structure
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Status of Calendar Year 2016 Recommendations

In calendar year 2016, we issued 8 reports that included 98 recommendations — 48 percent of those recommendations have been
38 percent are party implemented, and 13 percent are [l flalo]EEIRE).

Year

Audit
Number

Audit Title

Department(s)

We made recommendations to:

Improve the effectiveness of sweeping City streets
through evaluating program costs, enhancing tools for

Current status and total number of
recommendations

- i 14
2016 #16-02 Street Sweeping boT data monitoring, and improving communication with the
public.
Use and Provide tools for City staff to better manage volunteers
2016 #16-03  Coordination of City Manager and allow for better coordination across volunteer B 8
Volunteers programs.
2016 #16-04 Technology IT, Finance Improve and establish addltu')nal reso'urc<'es for deploying 9
Deployments new technology across the City organization.
Provide more transparency over the accounting of South
2016 #16-05 ;Zl:ttliBnay Water ESD, Finance Bay Water Recycling revenues and expenses and help m4
ycling sustain revenues sufficient to cover costs.
] . . . Maximize organizational efficiency and consistency, as
Off f the Cit City Clerk, Cit
2016 #16-07 ce of the Lity ity Llerk, Lty well as transparency and public accountability, by W 19
Clerk Manager . e
streamlining processes and clarifying roles.
Increase efficiency of operations' staffing, improve
2016  #16-08  Police Overtime  Police tracking of hours worked by Police Department I 11
employees, and improve the tools for supervisors to
monitor overtime worked.
5016 #16-10 Apa'rtment Rent Housing Better deploy resources, improve processes, and recover e
Ordinance program costs.
Ensure efficient, secure, and strategic deployment of
2016 #16-11  Mobile Devices IT mobile devices through the policies and procedures, W 15

software solutions, and streamlining of processes.
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Status of Calendar Year 2017 Recommendations

In calendar year 2016, we issued 7 reports that included 42 recommendations — 31 percent of those recommendations have been
33 percent are party implemented, and 36 percent are [glelflple](TEIRIET).

Year

Audit
Number

Audit Title

Department(s)

We made recommendations to:

Ensure consistency and accountability with the City's

Current status and total number of
recommendations

2017 #17-01  Our City Forest DOT grant agreements with OCF and improve the off-site tree 4
replacement program.
5017 #17-02 Office of Equality Public Works Reall'ocate staff and update proc'ec'IL'Jr'es considering the —
Assurance growing number of OEA responsibilities.
Residential High Consistently assure health and safety, and ensure
2017 #17-03 Rises & PBCE transparency of development reviews for high-rise H3
development projects.
City Manager, Promote government transparency and ensure
2017 #17-04 Open Government  City Clerk, City = compliance with the City's Consolidated Open B 12
Attorney Government and Ethics Provisions.
ESD Consulting Protect City resources t?y strengthening contl"ols in the
2017 #17-05 ESD amended agreement with Stantec as well as improve 10
Agreements o
contract monitoring.
Clarify portions of the existing City travel policy to
5017 #17-08 Employee Travel Finance improve compliance; in addition, strengthen controls r—
over the gas card program to protect city resources from
potential abuse.
Clarify how contributions to employee accounts are
2017 #17-09 Tier 3 Contribution City Manager, calculated under the Municipal Code and determine m1

Plan

City Attorney

whether the City is required to make retroactive
corrections for past errors.
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Audit Report and Recommendation

Department

Current Status

Comments

01-05 AN AUDIT OF THE CITY OF SAN JOSE FIRE DEPARTMENT'S STRATEGIC PLAN REGARDING
PROPOSED FIRE STATIONS (Issued 10/18/01)

The purpose of this audit was to review the SJIFD’s Strategic Plan, data integrity, and proposed fire stations and configuration options.

The report included 5 recommendations.

#3: Develop for City Council consideration plans for expanding its
use of the Omega priority response level. These plans should
include: obtaining the software necessary to fully implement the
Omega priority response level; options and costs for dispensing
non-emergency medical advice; and any other issues that need to
be addressed.

Fire

Partly
Implemented

PRIORITY ITEM

Under the Medical Priority Dispatch System, a standard system
used to determine the appropriate level of aid for an emergency
call, a 911 call determined to be a medical call with the lowest
priority has an Omega priority response level and can receive
either an alternate response or no response. However, San José’s
EMS contract with Santa Clara County requires SJFD to respond
to all 911 calls received, and SJFD would need Santa Clara County
EMS agency authorization to expand its use of the Omega priority
response level.

Over the past fifteen years, the Department has made steps
towards expanding its use of the Omega response level. This work
includes: meeting some prerequisites necessary to implement the
Omega protocol, such as accreditation of Fire Communications
and the use of updated CAD software; participating in EMS
stakeholder group meetings to recommend changes to EMS
delivery in Santa Clara County; reviewing its patient care data to
determine what factors could identify an Omega level response;
and successfully obtaining County EMS agency authorization to
respond to lower priority medical aid service requests with Basic
Life Support resources (BLS).

Meanwhile, over the last several years, the City has frequently
been unable to meet the County’'s EMS response time targets.
Using the Omega protocol would potentially allow SJFD not to
respond to lowest level medical calls, reducing the workload on
Department staff.

The City has entered into a two-year contract extension with the
County, which will expire on June 30, 2019. The Department
continues to discuss dispatch policies and response alternatives
with the County EMS agency while negotiating a new agreement.
Additionally, the Department has funding for a consultant review of
the structure of San José’s EMS. The study may have
recommendations about the use of the Omega protocol.
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Audit Report and Recommendation

Department

Current Status

Comments

The City currently uses ProQA software, the County preferred
platform. The Department reports that ProQA is the most current
quality assurance software. The County continues to review San
José’s use of ProQA to inform possible expansion efforts to the rest
of the County. Target date: Jun-2018 (delayed from Dec-2017).

POTENTIAL BUDGET SAVINGS: The ability to respond using the
Omega protocol would potentially reduce the number of EMS
response, saving wear and tear on vehicles and reallocating
resources to more critical emergencies.

#5: Implement a pilot project to evaluate the use of SUVs or Light
Units to respond to lower priority emergency medical calls.

Fire

Partly
Implemented

PRIORITY ITEM

The Department initiated a Squad Car Pilot Program in 2012 to
respond to lower priority emergency calls, thus maintaining greater
availability of fire engines and trucks for higher priority
emergencies. The pilot program will continue through June 30,
2018 as described in the May 2015 Side Letter Agreement between
the City and the International Association of Firefighters, Local 230.

The FY 2016-17 operating budget redeployed staff from 4 of the 5
squad units to restore staffing for two fire engines; staffing for 2
squad units was restored during the budget process. The pilot
program’s three squad companies are deployed city-wide. The
Department has not yet completed an evaluation of the pilot
program to determine long-term feasibility. Target date: Dec-2018
(delayed from Jun-2017).

POTENTIAL BUDGET SAVINGS: The ability to respond with
SUVs or Light Units would potentially reduce the number of EMS
responses for lower-priority EMS calls, saving wear and tear on fire
engines and trucks and leaving such units available for higher-
priority responses.
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Audit Report and Recommendation Department Current Status Comments

03-10 AN AUDIT OF THE SAN JOSE FIRE DEPARTMENT'S BUREAU OF FIRE PREVENTION (Issued
11/26/03)

The purpose of this audit of the fire safety, school, and multiple housing inspection programs was to determine whether inspections
met regulatory targets and ensured adequate enforcement of San José Fire Code requirements. The report included 16
recommendations.

#12: Develop a workload analysis to determine its inspection staff Fire Not The Fire Departments has selected a consultant (NBS
needs to achieve its inspection goals and objectives. Implemented Government Finance) to study the Fire Department's non-
PRIORITY ITEM deve_lopme_nt fee program. This study will include a new inspectiqn
service delivery model. The Department reports that the study is
underway. Target date: Jun-2019 (delayed from Dec-2017 due to

delays on the consultant study).

08-04 AN AUDIT OF THE CITY’'S OVERSIGHT OF FINANCIAL ASSISTANCE TO COMMUNITY-BASED
ORGANIZATIONS (Issued 11/12/08)

This audit summarized previous City Auditor reports related to grant oversight, identified additional forms of financial assistance that
the City provides to community-based organizations, and assessed opportunities to improve the administration of the various forms
of financial assistance. The report included 21 recommendations.

#9: Clarify when the 7-1 policy should apply to leases with CBOs of Economic Partly City Council Policy 7-1, entitled “Below Market Rental Policy for

City facilities. Development Implemented Use of City-Owned Land And Buildings By Nonprofit Or Charitable
Organizations or for Governmental or other Public Purposes”
allows community-based organizations (CBOs) to occupy City
properties for as low as $1 per month with certain requirements.
The San José City Council first adopted Policy 7-1 in 1970; it was
revised in 1994 and 2006.
At the time of our audit, responsibility for management of CBO
leases was decentralized, and application of Policy 7-1 (which was
intended for short-term use of City property) was unclear. Staff are
still in the process of working with the City Attorney’s Office to draft
clarifications to the 7-1 Policy as it relates to the duration of the
leases and the subsidy amounts. Target date: Jun-2018 (delayed
from Jan-2017).
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Comments

Audit Report and Recommendation Department Current Status
#11: We recommend the Real Estate Division: Economic Partly
A. Develop a centralized spreadsheet to track the status of ~ Development Implemented

CBO leases and other long-term use agreements for City-
owned properties with CBOs including key terms and rental
payments.

B. Bring current all expired leases, rental payments, insurance
certificates, and other required reporting documentation.

09-08 PERFORMANCE MANAGEMENT AND REPORTING
IMPROVEMENT (Issued 9/24/09)

A. The Real Estate Division has implemented this part of the
recommendation. A centralized spreadsheet has been created
that tracks all of the CBO leases and other long-term use
agreements along with the lease description, the lease terms, and
estimated rent amounts for the duration of the lease.

B. Staffis in the process of negotiating expired leases for both non-
profit and for-profit tenants. Staff has determined the fair market
rent of those facilities where the lease has expired and will use the
information in determining the amount of subsidy that is being
provided by the City. In April 2017, staff procured a vendor through
a Request for Proposal for a new leasing system that will provide
additional tools to estimate the fair market rent and value of the re-
use facilities. The data gathered and created by the leasing system
will assist in determining which CBOs are outside the scope of the
7-1 Policy. Staff is working on the implementation of this new
system. Target date: Jun-2018 (delayed from Jan-2017).

IN SAN JOSE: A PROPOSAL FOR

This report identified a number of recommended next steps towards improving the City’s performance management and reporting

systems.
While preparing the City's first annual Service Efforts and  City Manager Partly
Accomplishments (SEA) Report in January 2009, a number of Implemented

issues surfaced regarding the City’s performance management and
reporting systems. We found that the City had been collecting
performance measures but had not yet created an organization-
wide performance management system. We also found that many
of the existing performance measures were not meaningful, useful,
or sustainable; that core services did not always align with the
organization’s mission, goals, and objectives; and that it was difficult
to ascertain the true net cost of core services.

The purpose of the “white paper” was to provide a roadmap to
improve the City’s performance management and reporting
systems. The “next steps” below were meant to reduce staff time
compiling data while ensuring City staff and policy makers have the
best information available for decision making and increasing

The City’s Budget Office has implemented many of the next steps
identified in Performance Management and Reporting in San José:
A Proposal for Improvement. For example:

e For the FY 2010-11 budget, the Budget Office encouraged
departments to propose eliminating performance measures
that were not meaningful, useful, or sustainable. This
resulted in a net reduction of 105 performance measures.

e The Budget Office clarified and/or renamed many of the City’s
core services for the FY 2010-11 budget as well, and
presented each department’'s core services in alphabetical
order to make each easier to locate. The Budget Office, as
part of the transition to program-based budgeting and the new
budget system design, has completed a thorough review of
all department core services and refined them further where
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Audit Report and Recommendation Department Current Status

Comments

accountability and transparency in the City’s public reporting.

Develop a performance management system.
Promote data-driven decision making.
Evolving meeting content and format should be expected.

Periodic assessments of the performance management
system.

Review and reduce the number of performance measures.
Compile methodology sheets for performance measures.
Create a performance measure clearinghouse.

Reassess Council Committee reports.

Validate performance measures.

Incorporate project management reporting into the
performance measurement and management system.

Consider use of information systems.

Clarify core service names.

Clarify the link between mission, goals, and objectives.
Obtain the net cost of services.

Allocate strategic support to individual core services.

Increase use of efficiency measures.

appropriate.

e The Budget Office reallocated some costs from the City-Wide
Expense budget category to department budgets. This work
effort has continued as part of the transition to program-based
budgeting. The organization of City-Wide Expenses is now
aligned by department.

e As part of the FY 2013-14 budget process, the Budget Office
requested up-to-date methodology sheets for all of the
performance measures reported in the budget.

The primary focus during this reporting period was the continued
implementation of the new budget system (Hyperion) that included
the roll-out of program level budgets. This has been a significant
work effort for the entire organization. Because of the volume and
complexity of both of these system-wide changes/improvements,
the Budget Office suspended approval of any performance
measure revisions for the 2017-18 budget year. Progress
continues on the implementation of the performance measure
module in the new budget system (part of Phase II). Components
of the module were developed further and performance data was
and continues to be populated into Hyperion. The performance
measure processes that were suspended for the 2017-18 Budget
Process have been reestablished, including a department’s ability
to submit requests to add, delete, or modify measures in-line with
department operational changes. This process is important to
ensure the city-wide set of measures are useful, meaningful, and
sustainable. Further, the maintenance of methodology worksheets
has been institutionalized since any change in a performance
measure must be accompanied by an updated worksheet. Finally,
the city-wide community survey was conducted and results were
made available in the summer, in time for inclusion in the 2017-
2018 Adopted Budget

In addition to the work of the Budget Office’, the City Auditor has
completed reviews of reported performance measures, including
those from the Department of Transportation’s Sewer Line
Cleaning Program and the Office of Economic Development. The
City Auditor also reviewed the methodologies for calculating
performance measures reported by the Housing and Public Works
departments.

However, additional work is needed to fully implement the next
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steps outlined in the white paper. For example, the City Manager’s
Office would need to adopt performance management practices
such as frequent, scheduled meetings of top department managers
and City Manager's Office staff to proactively discuss performance
metrics and their impacts and evaluate solutions to implement or
be brought forward for City Council consideration. Target date: On-

going.

09-10 AUDIT OF PENSIONABLE EARNINGS AND TIME REPORTING (Issued 12/09/09)

The objective of our audit was to review the time-reporting and payroll processes that impact pensionable earnings and pensionable

hours. The report included 15 recommendations.

#2: Review the highest 12-month salary of all active beneficiaries
starting in July 1, 20013 and work with Payroll to adjust those with
retroactive lump sum payments to ensure that beneficiaries are
receiving accurate pensions.

Retirement,
Payroll

Partly
Implemented

When employees receive merit raises, they frequently receive a
retroactive lump sum payment. If those lump sums are not spread
across all affected periods in the City’s pension system, the
calculation of an employee’s pension can be incorrect, as the
pension calculation is based on the highest salary year. In 2014,
Finance provided Retirement Services with a file with the
retroactive lump sum payments. By December 2015, Retirement
Services had applied corrections to 70 percent of the retirement
plans’ members in the file provided by Finance and manually
recalculated their pension amounts (implementation is expected to
occur after all other pensionable pay corrections have been
implemented). The remaining retroactive lump sum payment
adjustments have been entered into the pension administration
system.

In February and March 2017, the monthly benefits of some Police
and Fire Plan (P&F) members were corrected, with collection of
overpayments beginning in August 2017. Additional P&F members
were notified of their overpayments in the spring of 2017, with
monthly benefit corrections and collection of overpayments
beginning in February 2018. Corrections to the underpaid P&F
groups were completed as of October and December 2018. The
Federated members’ recalculation and analysis are currently under

8 July 1, 2001 was the date that the Federated Retirement Plan began using the highest 12-month salary as opposed to the highest three-year salary when computing retirement benefits.
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review. Target date: Dec-2018 (delayed from Dec-2016 as
recalculations are still under review).

POTENTIAL BUDGET SAVINGS: Corrections to pensions could
lower City contributions by an amount TBD.

#4: To the extent possible, correct pension payments and
retirement contributions for the Police and Fire Retirement members
and for the Federated Retirement members where higher class pay
or management allowances were considered pensionable.

Retirement,
Payroll,
Employee
Relations

Partly
Implemented

In 2010 and 2011, Finance corrected the treatment of higher class
pay and management allowances on a go forward basis. In 2013,
Finance provided Retirement Services with a data file with higher
class pay corrections for active members of the retirement plans.
Retirement Services and Finance worked to address discrepancies
found in the data file over the next couple of years. In early 2015,
Retirement Services uploaded the adjustments into the pension
administration system. In 2016, Finance provided Retirement
Services with a new data file with higher class pay adjustments for
terminated employees.

This process has taken some time because of the manual nature
of the recalculations and adjustments; however, all of the higher
class pay adjustments, including the file for terminated employees
have now been entered into the pension administration system. In
the Police and Fire Plan (P&F), ongoing monthly benefits of some
members were corrected in February and March 2017, and
collection of overpayments began in August 2017. The rest of the
P&F population was notified of the corrections and information
sessions were held in the spring of 2017. Ongoing monthly
benefits were corrected and collections of overpayments began in
February 2018. Corrections to the underpaid P&F groups were
completed as of October and December 2017. The Federated
members’ recalculation and analysis are currently under review.
Target date: Dec-2018 (delayed from Dec-2016 as recalculations
are still under review).

POTENTIAL BUDGET SAVINGS: Corrections to pensions could
lower City contributions by an amount TBD.

#7: Obtain authoritative documentation for time reporting codes and
earnings codes, and create written policies and procedures for
proper application of all codes, and for regularly reviewing and
maintaining an authoritative time/earning code mapping table.

Payroll,
Employee
Relations

Partly
Implemented

PRIORITY ITEM

Finance reviewed time reporting codes as part of the City’s payroll
system upgrade; most of the upgrade been completed. In April,
2017 Payroll, Employee Relations, and the City Attorney’s office
reviewed pensionable earnings codes for members of the Police
and Fire plan. Additional work related to documenting pensionable
codes for members of the Federated plan and creating procedures
to ensure the proper application of codes and creating an
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authoritative mapping table of codes still needs to be done. Target
date: Dec-2019.

#8: Conduct periodic reviews of all codes to cull duplicative or Payroll and Partly Finance’s Payroll management plans to meet quarterly to review
unused codes. Employee Implemented time recording coded availability and will report the findings to the
Relations monthly interdepartmental working group (consisting of staff from

PRIORITY ITEM the departments of Finance, Human Resources, and Information

Technology, and the offices of Employee Relations and Retirement
Services). In addition, there will be a standing item for “Earning
Code changes” on the agenda for these meetings. Target date:

May-2018.

#9: Correct past errors and review all codes to ensure that codes Payroll, Not See Recommendation # 8 above. Target date: May-2018.
are only available for use to applicable work groups. Employee Implemented

Relations PRIORITY ITEM
#10: Perform periodic reviews of all codes to ensure they are being Payroll Not See Recommendation # 8 above. (see Recommendation #7
used correctly. And to the extent possible, correcting past misuse. Implemented above). Target date: May-2018.
For example, checking that codes with strlct parameters. for their use PRIORITY ITEM
are used correctly, e.g. Cancer Screening Release Time, Unpaid
Furlough Leave.
#12: Provide timekeepers with written procedures and consider Payroll Not Beginning in the second quarter of 2018, Payroll management
having them conduct the periodic monitoring of time codes. Implemented plans to meet quarterly with department timekeepers to review time

codes. Due to the uniqueness of departmental procedures, they
recommend that written procedures be created by each
department and Payroll will review for adherence to the time
reporting standards. Target date: Dec-2018.

PRIORITY ITEM

10-04 AUDIT OF DECENTRALIZED CASH HANDLING (Issued 2/10/10)

The objective of our audit was to determine if the City has an adequate and effective system of internal controls over the cash handling
process. The reportincluded 8 recommendations.

#2: Develop Citywide policies and procedures to require and  IT, Finance Partly Payment Card Industry Data Security Standards (PCI DSS) are
periodically assess Payment Card Industry compliance at all Implemented intended to encourage and enhance cardholder data security. The
distributed cash handling sites accepting credit cards. audit found that although desk procedures for processing credit

card payments were located at various sampled sites, Citywide
policies and procedures requiring PCI compliance at sites
accepting credit cards had not been developed.
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Since the issuance of the audit in 2010, the IT Department has
been working with various information security consultants to
develop a Citywide information security policy; this policy would
cover PCI compliance and require annual assessments. In June
2016, the IT Department reported that a security policy had been
completed. Financial auditors later reviewed the draft security
policy and identified additional requirements that need to be
addressed before the policy could be finalized.

Based on previous PCIl assessments, IT has worked with various
City departments to develop policies and documentation
requirements. The PCI policy is part of the overall City Information
and Security Policy. IT advises that all ongoing compliance needs
including the PCI policy will be coordinated by the City Information
Security Officer (CISO). IT is in the process of hiring for this
position. Target date: Jun-2018 (delayed from Oct-2017; originally
targeted for Dec-2016).

10-05 AUDIT OF COMMUNITY CENTER STAFFING (Issued 3/11/10)

The objective of our audit was to determine if the current allocation of staff at community centers is efficient and effective. The report
included 17 recommendations.

#8: Estimate the fair market value of re-use facilities. Economic Partly OED reports that it has determined the fair market rent of those
Development Implemented facilities with expired leases and will use the information in
determining the amount of subsidy that is being provided by the

City.

Staff selected a vendor for a new leasing system which provides
additional tools to estimate the fair market rent and market value of
re-use facilities. Staff is working on the implementation of the
system, analyzing facility and telecommunication leases to
determine the fair market rent and fair market value of the re-use
facilities. Target date: Jan-2018.
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10-09 CITY PROCUREMENT CARDS: POLICIES CAN BE IMPROVED (Issued 9/8/10)

The objective of this audit was to review p-card transactions from three departments (Environmental Services, Police, and Parks,
Recreation and Neighborhood Services) for compliance with the City’s p-card policy and other applicable policies. The reportincluded

8 recommendations.

#1: Revise the p-card policy to require simple descriptive
annotations on receipts or statements that describe the intended use
of the purchases, as well as the intended location, and if applicable,
the number of people intended to use the purchased items or
services.

Finance

Partly
Implemented

In 2012, the Finance Department began informing departments
that they should annotate receipts or statements from p-card
purchases with simple descriptive annotations of the intended use
of the purchase, the intended location, and if applicable, the
number of people intended to use the purchased items or services.
In 2013, Finance Department staff drafted a revision to the City
Procurement Cards policy (Section 5.1.2 of the City Policy Manual)
to require simple descriptive annotations on receipts. However, the
revised policy was not published. The Department has since
reworked the draft, dividing the policy into two parts: a high-level
administrative policy and a detailed p-card administrative guide.
Both documents are currently still in outline/draft form.

Target date: Jun-2018 (delayed from Dec-2016 due to senior staff
vacancies and revised approach.)

10-13 POLICE DEPARTMENT STAFFING: OPPORTUNITIES TO MAXIMIZE THE NUMBER OF POLICE
OFFICERS ON PATROL (Issued 12/9/10)

The purpose of our audit was to review several FY 2010-11 budget proposals related to the Police Department and to identify
efficiencies to maximize the number of police officers on patrol. The report included 8 recommendations.

#1: To promote transparency and provide the public with information
about how resources are allocated in the Police Department, the
Police Chief should report to the Public Safety, Finance, and
Strategic Support Committee of the City Council at each shift
change (every six months) on the changes in staffing by unit and
function.

Police

Partly
Implemented

PRIORITY ITEM

The Department began regularly reporting on overall Departmental
staffing levels to the PSFSS Committee in FY 2010-11. These
reports included total sworn staffing, but did not show staff
allocations by program, unit, or function.

The Department included a breakdown of authorized staffing by
unit in the FY 2017-18 budget. However, limited staffing resources
continue to challenge how sworn staff is deployed throughout the
Department. As a result, authorized positions remain vacant in
various units.
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The Department advises that it will begin reporting actual staffing
by unit compared to approved budgeted staffing by unit twice a
year after shift change to PSFSS. Target date: Dec-2018 (delayed
from Jun-2017).

#2: To better align staffing with workload, SJPD should propose
additional shift start times.

Police

Not
Implemented

(Subject to meet
and confer)

Since the audit was issued, the Department has made several
attempts to evaluate the potential for additional shift start times,
including considering implementing an early swing shift car (2010)
and forming a pilot committee (2012) and patrol staffing committee
(2014) to evaluate shift start and end times. However, due to
staffing changes and limited resources, the Department was
unable to follow through on these efforts. In 2016, the Department
released a Request for Proposal (RFP) to hire a consultant to
analyze different deployment methods and various deployment
models for patrol. In August 2016, the City entered into an
agreement for consulting services with Matrix Consulting Group,
LTD. The Department continues to work with the consultant to
review and make recommendations regarding staffing and
deployment. Target date: Jul-2018 (delayed from Jun-2017).

#4: If SIPD decides that redistricting is needed, the Department
should conduct further study on the possibility of 12 districts and
should reconsider its assumptions regarding span of control,
proactive patrol time, call saturation, and hourly workload demand
versus average hourly workload demand.

Police

Partly
Implemented

PRIORITY ITEM

In 2011, the Department interviewed units that would be directly
affected by redistricting, and also formed an internal committee to
explore the potential for redistricting. Based on that analysis, the
Department determined to postpone plans for redistricting given its
resources at the time.

The Department restructured the Bureau of Field Operations (BFO)
from four districts to three districts in 2012, which decreased the
span of control between lieutenants and sergeants and reduced
the number of lieutenants assigned to the BFO Patrol Division.
However, after determining that having three divisions presented
operational problems, the Department returned to four divisions in
2014. As aresult, the Department still has the potential to decrease
its span of control, potentially through redistricting. In 2016, the
Department released a Request for Proposal (RFP) to hire a
consultant to analyze different deployment methods and various
deployment models for patrol. In August 2016, the City entered
into an agreement for consulting services with Matrix Consulting
Group, LTD. The Department continues to work with the consultant
to review and make recommendations regarding staffing and
deployment. The Department has advised that this analysis will
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look at whether redistricting is necessary for optimal deployment.
Target date: Jul-2018 (delayed from Mar-2017).

#5: SJPD should assess and report on (to the Public Safety,
Finance, and Strategic Support Committee of the City Council) the
feasibility of changing the Patrol schedule to a potentially more
efficient schedule.

Police

Not
Implemented

In light of budgetary and staffing cuts in 2011, the Department
reported that it was constricted in exploring and experimenting with
any new patrol schedule due to the impacts such experimentation
could have on the Department’s service delivery model. No further
action on this recommendation was taken until 2016, when the
Department issued a Request for Proposal (RFP) to hire a
consultant to analyze different deployment methods and various
deployment models for patrol. In August 2016, the City entered
into an agreement for consulting services with Matrix Consulting
Group, LTD. The Department continues to work with the consultant
to review and make recommendations regarding staffing and
deployment.  This analysis may have implications on the
Department’s patrol schedule. Target date: Jul-2018 (delayed from
Jun-2017).

POTENTIAL BUDGET SAVINGS: TBD.

#7: To ensure that span of control is reasonable from both a safety
and a cost perspective, the San José Police Department should
develop a policy that provides guidance on how the department
determines appropriate spans of control. The policy should
incorporate criteria such as: complexity of work; quality, skills, and
experience of supervisors and employees; administrative
requirements; dispersed workforce; stability of the organization, etc.

Police

Not
Implemented

As a result of reducing the number of divisions from four to three,
the Department was able to reduce the span of control by
eliminating 23 supervisory positions in patrol and restoring 8 officer
positions, resulting in a net savings of about $3.5 million. However,
the Department returned to its original structure of four divisions in
2014. The Auditor's Office continues to recommend that the
Department draft a policy that provides guidance on determining
the appropriate span of control, especially as the Department
rebuilds.

In 2016, the Department released a Request for Proposal (RFP) to
hire a consultant to analyze different deployment methods and
various deployment models for patrol. In August 2016, the City
entered into an agreement for consulting services with Matrix
Consulting Group, LTD. The Department continues to work with
the consultant to review and make recommendations regarding
staffing and deployment. This analysis may have implications on
span of control. Target date: Jul-2018 (delayed from Jun-2017).

#8: The San José Police Department should develop a high level
staffing and resource allocation framework that: a) Reflects today’s
economic realities and focuses on improving efficiency of existing

Police

Partly
Implemented

The Department has made some progress with assessing various
aspects of its staffing model (as detailed in the responses to other
recommendations in this audit), as well as with civilianizing a
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staffing levels; b) Includes both an assessment of community
priorities determined via community involvement and management’s
staffing priorities by unit or function; c) Incorporates span of control
guidance and targets; and d) Considers how prior recommendations
regarding civilianization, outsourcing, and use of alternative
personnel and schedules will be implemented.

number of staff in the Department; however, a high-level framework
has yet to be developed.

In 2016, the Department released a Request for Proposal (RFP) to
hire a consultant to analyze different deployment methods and
various deployment models for patrol. In August 2016, the City
entered into an agreement for consulting services with Matrix
Consulting Group, LTD. The Department continues to work with
the consultant to review and make recommendations regarding
staffing and deployment. This analysis may have implications on
the aspects recommended to be included in the staffing and
resource allocation framework. Target date: Jul-2018 (delayed
from Jun-2017).

11-04 KEY DRIVERS OF EMPLOYEE COMPENSATION: BASE PAY, OVERTIME, PAID LEAVES AND
PREMIUM PAYS (Issued 5/11/11)

The objective of our audit was to define and quantify the various components and major cost drivers of employee cash compensation.

The report included 7 recommendations.

#1: We recommend the City Administration take steps to move
towards a merit-based system by: (1) requiring a current positive
performance appraisal before implementing any pay increase
(including step and general wage increases), (2) considering
elimination of the automatic step increase process and/or
establishing minimum performance thresholds for receiving step
increases, and (3) automating the current performance appraisal
system.

Employee
Relations

Partly
Implemented

(Subject to meet
and confer)

The City Administration has taken steps to move towards a merit-
based system. For example, per the agreement reached between
the City and IAFF Local 230 during 2015 contract negotiations,
“Employees shall not receive an automatic salary step increase if
they have an Annual Performance Appraisal with an overall rating
below that of "Meets Standard" dated within twelve (12) months
prior to the salary step increase.” The City Administration has
achieved similar agreement with the Police Officers Association in
January 2017. The City Administration reports that it will begin
negotiations with all other bargaining units in 2018. Target date:
Dec-2018.

POTENTIAL BUDGET SAVINGS: TBD.

#2: To reduce the cost of overtime, the City should
(1) conduct a Citywide FLSA overtime review or at a minimum
review job specifications for specific positions and whether they
would qualify for an FLSA overtime exemption; (2) pursue
reductions in overtime to align with FLSA requirements (including
but not limited to calculating overtime on hours worked, not paying
overtime to exempt employees, and not paying overtime to

Employee
Relations

Partly
Implemented

(Subject to meet
and confer)

The City achieved changes in overtime eligibility for some
employees. For instance, some represented employees are
compensated at the rate of time-and-one-half hourly rate for hours
worked in excess of forty hours per week, and paid time off are not
considered time worked for the purposes of calculating eligibility for
overtime. The City has not yet conducted a citywide FLSA
overtime review or a review of job specifications to determine
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employees receiving executive leave); and (3) prepare full cost
estimates of contract provisions that exceed FLSA provisions.

whether some positions would qualify for FLSA overtime
exemptions. The Office of Employee Relations (OER) reports that
it will prepare the recommended full cost estimates of contract
provisions that exceed FLSA provisions in preparation for the
upcoming contract negotiations. Changing overtime eligibility for
employees who receive executive leave may be subject to meet-
and-confer and would be considered within the context of labor
negotiations. The target date varies by employee unit. Target
date: Dec-2018.

POTENTIAL BUDGET SAVINGS: Between the date the audit was
issued (May 2011) and August 2014, overtime costs to supervisory
employees approached $4 milion. We estimate pursuing
reductions in overtime and comp time for supervisory employees
could save over $1.6 million per year (depending on actual usage).

#3: We recommend that the City include eligible paid time off in
calculations of total compensation, and consider aligning paid
leaves, particularly holidays, with other comparable employers.

Employee
Relations

Not
Implemented

(Subject to meet
and confer)

The Administration generally agreed with this recommendation and
reported that it will initiate efforts to develop and communicate a
uniform definition of total compensation, including base and other
eligible pays as well as benefits. Target date: Dec-2018.

#5: We recommend the City Administration (1) seek to eliminate
obsolete premium pays, (2) disclose the direct and indirect costs
associated with rolling in premium pays, and (3) consider
discounting the value of premium pays to maintain cost neutrality
when rolling in premium pays OR identify and disclose the full cost
associated with rolling in these premium pays into base pay.

Employee
Relations

Not
Implemented

(Subject to meet
and confer)

The Office of Employee Relations reports that premium pays are
evaluated within the context of labor negotiations. Target date:
Dec-2018.

POTENTIAL BUDGET SAVINGS: TBD.

11-08 AIRPORT PUBLIC SAFETY LEVEL OF SERVICE (Issued 10/12/11)

The objective of this audit was to benchmark the current level of police and fire services at Mineta San José International Airport. The

report included 5 recommendations.

#5: In order to better monitor levels of service, the San José Fire
Department should summarize and distribute key performance
metrics such as incidents by type, response times, and a summary
of off-field responses to its public safety and security partners
(currently Airport Operations and the San José Police Department)
on a regular basis.

Fire

Closed

Airport staff identified three key performance metrics needed to
monitor Fire-related levels of service at the Airport. These metrics
provide information to Airport staff regarding compliance with
Federal Aviation Administration (FAA) regulatory requirements.
These metrics are: emergency response times for aircraft
incidents, fuel truck safety inspections, and FAA-mandated Aircraft
Rescue and Fire Fighting annual training.
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11-09 AUDIT OF ANNUAL FORM 700 FILERS (Issued 11/10/11)

Airport staff collect Response Time data through collaborative
participation in announced simulated quarterly aircraft incident
response tests of personnel at Fire Station 20 (located at the
Airport). Station 20 personnel provide data to Airport staff on fuel
truck safety inspections and required training on a regular basis.

The purpose of this audit was to determine whether the City had identified everyone who should be filing these forms, and to document
whether the forms were filed timely or not. The report included 5 recommendations.

#3: To ensure designated consultant firms’ assigned employees file
their Form 700s timely, (a) the City Clerk should require such firms
to coordinate and file assuming office statements for their assigned
employees upon the commencement of work, and (b) the City Clerk
should annually notify those firms whose contracts are still valid of
the requirement for their assigned employees to file the Annual Form
700.

City Clerk

Partly
Implemented

The City Attorney’s Office has prepared new consultant agreement
forms and instructions, which include guidance to departments on
how to determine when a consultant is required to file the Form 700
as part of the process of preparing the consultant agreement.
Required filers are entered into Clerk’'s Office’s electronic filing
system, which alerts required filers of their reporting obligations
and facilitates the filing of their Form 700s. The City Clerk annually
notifies individuals of the requirement to file the Annual Form 700,
but it does not annually notify firms of their responsibility to identify
newly assigned individuals and ensure that they file. Annual
notifications could also identify whether or not firms with valid
contracts still face filing requirements.

The City Clerk’s office implemented a new filing system in January
2018 and is working with departments to ensure all consultant filers
are updated. The City Clerk’s office is working with departments to
designate contract liaisons for Form 700s who can update
consultant information. These contract liaisons should regularly
correspond with consultant firms to ensure their employees file
timely. Target date: Jun-2018 (delayed from Apr-2017).
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12-02 AUDIT OF INFORMATION TECHNOLOGY GENERAL CONTROLS (Issued 1/18/12)

The objective of our audit was to assess the general controls ensuring that the City’s information systems are properly safeguarded,

that applications programs and data are secure, and that computerized operations can be recovered in case of unexpected
interruptions. The report included 11 recommendations.

#1: To ensure changes to the City’s network and mission-critical
enterprise systems are tightly controlled, ITD should immediately
change the password to its shared administrative account, ensure
that administrative log-ins to the City’s network are traceable, and
strictly limit administrative log-in privileges to those who absolutely
need such privileges. Furthermore, we recommend that the ITD CIO
annually review and approve the memberships of shared accounts
that can access the City’s network and enterprise systems, and if
necessary make changes based on current business needs.

Partly
Implemented

During the audit, we found multiple IT staff sharing user names and
passwords to attain unrestricted access to the City’s network and
applications. Since then, IT changed and updated its
administrative account password and log-ins. IT is planning to lock
down all administrative and privileged access through a software
solution that discovers, secures and tightly manages all
administrator accounts and access.

IT is in the process of hiring a City Information Security Officer
(expected in Spring 2018) who will coordinate all on-going security
needs, and continues to work on finalizing its security policy.
Target date: Dec-2018 (delayed from Oct-2017 due to additional
revisions. Originally targeted for Nov-2016).

#2: To improve password and access controls over the City’'s
network and data, ITD should:

a) Establish minimum length and complexity requirements
for users' passwords, automatic periodic expiration
schedules, and “lock-outs” when users reach a pre-
determined number of consecutive unsuccessful login
attempts.

b) While granting access to additional server drives, etc.,
ITD should by default, terminate transferring employees’
access to the drives of the departments they are
departing, or explore a system through which
employees’ access levels are tied to their employment
status as recorded in the City’s personnel system.

c) Develop a review process requiring departments to
periodically review the users with access to their
departmental drives.

Partly
Implemented

Previously we had found that the City did not have strong password
controls for its users. For example, passwords were set to never
expire and login attempts were limitless.

IT is in the process of hiring a City Information Security Officer who
will coordinate all on-going security needs.

IT is also implementing a Group 1D project which would automate
Active Directory for creation and disabling of employee accounts
and review and audit of security groups. This product can give
employees the ability to securely manage their own individual
passwords. In addition, one of the modules is an interface with the
City's HR system. When an employee is newly hired or leaves the
City, access to the City’s systems can be automatically added or
deleted when HR updates the employment status.

IT's long-term strategy is to phase out the network fileshare
infrastructure which is difficult to administer and move towards the
modern Sharepoint platform which is organizationally managed by
Sharepoint administrators with adequate visibility, accountability
and traceability. IT is in the process of hiring a Sharepoint technical
lead to drive this enterprise deployment (expected in Spring 2018)
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In December 2016, the City’s external financial auditor provided IT
with a list of suggested improvements to the security policy. IT is
finalizing the draft policy. Target date: Dec-2018 (delayed from
Oct-2017 due to additional revisions. Originally targeted for Nov-
2016).

The City faces significant risks if it does not comply with PCI-DSS.
As we reported in our audit, the cost of a security breach could
result in fines ranging from $5,000 to $50,000. The City would have
to subject itself to an investigation and pay for investigation costs.
Further, if the City is not PCI-DSS compliant, those fines could be
higher. Finally, the City has the additional burden of informing
affected parties of that breach. Compromised data negatively
impacts consumer, merchants and financial institutions that could
result in negative consequences including lawsuits, insurance
claims, and a violation of the public’s trust.

IT has updated password and access protocols and worked with
relevant departments to develop procedures on processing credit
cards that would be compliant with PCI-DSS standards. The
Department Administrative Officer conducts a semi-annual review
of employees authorized to access the data center. The
Department is in the process of developing a Cybersecurity RFP
for training and implementation of the City’s Information Security
Policy which is still not finalized.

The PCI policy is part of the Citywide Information Security Policy
and will be coordinated by the City Information Security Officer
(CISO). IT is in the process of hiring a City Information Security
Office who will manage the City’s Cybersecurity Program.

In December 2016, the City’'s external financial auditor
recommended improvements to IT’s security policy. IT is finalizing
the draft policy. Target date: Dec-2018 (delayed from Oct-2017
due to additional revisions; originally targeted for Nov-2016).

Audit Report and Recommendation Department Current Status
#4: In order to fully comply with Data Security Standards (PCI-DSS), IT Partly
immediately develop an Information Security Policy and include Implemented
within this policy (applicable to all users who are connected to the
City’'s network) the following minimum standards:
a) Updated password and access protocols (see
Recommendation #2);
b) Required schedules for periodic reviews of people with
access to data center (including restricting the number of
people with access);
c) Improved guidelines to departments for facilitating IT
network changes during inter-departmental transfers and
terminations;
d) Training and implementation of the City’'s information
security policy;
e) After developing and implementing a Council-adopted
Information Security Policy, initiate a citywide data
security assessment to identify City’'s PCI-DSS status.
#5: The City should expand its Identity Theft Prevention Program to IT, Employee Partly
include all programs that collect personally identifiable information Relations Implemented

and:

a) Annually review, amend and report on the status of
handling private information.

The Finance Department incorporates boilerplate language in its
contracts where personally identifiable information is generated,
collected or otherwise managed. However, much work remains in
reviving the City’s 2008 Identity Theft Prevention Program (ITPP)
that sought to “assist staff to detect, prevent, and mitigate identity
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b)

c)

d)

Annually review the business needs of employees with
access to private information and update accordingly.

Provide periodic training for all employees handling
private information and/or annually highlight (through an
email) and inform employees of their responsibilities on
safeguarding this data.

Include boilerplate language in its contracts to protect the
City from liability when personally identifiable information
is collected and ensure that the contractor has controls in
place to secure and protect this information.

Ensure that the ITPP guidelines are posted publicly and
easily accessible by City employees.

theft by identifying and detecting identity theft red flags and by
responding to such red flags.”

The City handles and retains substantial amount of personally
identifiable information of residents, merchants and employees.
The 2008 ITPP required the City to periodically review and report
on guidelines for employees responsible for handling private
information and make changes based on these reports.

IT is in the process of hiring a City Information Security Officer
(CISO). The CISO would work with key staff in all departments to
ensure that the City complies with statutory and regulatory
requirements regarding security, information access, and
privacy.

IT reports that a) and b) of the recommendation will be addressed
through the new security policy when it is approved. However, no
progress has been reported in reinstating the City’s Identity Theft
Prevention Program. IT plans to incorporate policy development
and identity theft protection into the Cybersecurity Office. Currently
IT is in the process of hiring for the City Information Security Officer.
Target date: a) and b) Jun-2018 (delayed from Oct-2017, ¢), d) and
e) Dec-2018.

#6: We recommend that ITD develop the following written policies

and procedures:

a)

b)

Internal policies and procedures on
operations within ITD;

day-to-day

Citywide policies on technology usage such as ITD
responsibilities in enforcement, principles of least
privilege, and acceptable use of computer equipment.
Within these policies develop clear guidelines on which
departments would be exempt and why, from some of
these policies.

Partly
Implemented

See recommendation #1. IT does not have formalized documented
policies and procedures. As mentioned before, the City lacks
centralized information technology policies surrounding IT
responsibilities and chain of command, principles of least privilege,
acceptable use of computer equipment, etc. IT has finalized the
draft security policy. Internal policies and procedures are pending
completion of the security policy. IT anticipates that the new CISO
will coordinate the internal policy compliance. Target date: Jun-
2018 (delayed from Nov-2017).

#7: In order to ensure that the City’s critical data is protected ITD

should:

a)

b)

Ensure that backups are done and tapes are sent off-site
at the pre-determined intervals;

Get end-user input to determine if the current back-up
process meets individual departments’ business needs

Partly
Implemented

IT has completed a Citywide Office 365 rollout, which it began in
2013. One-Drive in Office 365 allows users to store working
documents in the cloud rather than locally. In 2014, IT received
$250,000 to complete migration to the cloud of enterprise systems
such as FMS, Human Resources/Payroll and AMANDA. This has
been completed. IT also began migrating shared drives to
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and City Council-approved document retention SharePoint (which is the City’s document management portion of
schedules; and Office 365) in 2015.
¢) Formalize, document and implement these processes. Much of the City’s environment is in the cloud which generally has
a three times redundancy. Current on-premise applications are
backed up via a database appliance or to Azure cloud storage. IT
continues to work on its modern Enterprise Business Resumption
Strategy.
Disaster Data Recovery and Business Resumption will be included
in the infrastructure refresh Request for Proposal which is expected
to be released by April 2018. The estimated project timeline for
implementation is around six months to one year after completion
of the RFP process. Target date: Apr-2019 (delayed from Dec-
2017, originally targeted for Mar-2017).
#8: ITD take the lead to develop (and test) a Disaster Data Recovery IT Partly IT plans to work with through the IT Leadership Group to identify
Plan and ensure that end-user business needs are included in the Implemented and accommodate their business resumption needs within existing
final plan. resources. See also Recommendation #7. Target date: Dec-2018
(delayed from Dec-2017, originally targeted for Mar-2017).
#9: ITD should collect, maintain and periodically update a central IT Partly IT has implemented an asset management software which allows
inventory of computer equipment and software, and should use its Implemented IT to scan and record hardware. IT continues to work on a process
inventory management system and records of technology to tag incoming hardware. Finally, IT has been using a different
purchases to: software (PDQ) to centrally install most software packages.
a) better evaluate purchasing needs, IT plans to finalize the asset labeling procedures so departments
b) identify opportunities to redistribute and/or share can start labeling assets and share the inventory report with
equipment and software, and departments. Target date: Jun-2018.
c) tothe extent possible, ITD should pursue opportunities to
centrally-install packages, rather than installing
packages at individual workstations.
#10: Because computer equipment may contain personal IT Partly Often departments send unused computer equipment to IT. During
identifiable information and other sensitive information, ITD should Implemented the course of the audit, we observed that IT staff appropriately

develop, distribute, and implement a Citywide policy for
decommissioning computer equipment, and include it in the citywide
surplus inventory policy.

decommissioned this equipment by erasing hard drives prior to
surplusing them. However, this practice was not formalized in a
citywide policy and it was up to departments to inform IT of the
need for getting rid of old computer equipment. IT’s security policy
includes guidance on decommissioning computer equipment. IT is
in the process of hiring a CISO who will coordinate the
decommissioning guidelines in the security policy. Target date:
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12-04 POLICE DEPARTMENT SECONDARY EMPLOYMENT:

Jun-2018 (delayed from Oct-2017 due to additional revisions.
Originally targeted for Aug-2016).

URGENT REFORM AND A CULTURAL

CHANGE NEEDED TO GAIN CONTROL OF OFF-DUTY POLICE WORK (Issued 3/07/12)

The objective of the audit was to assess the cost and effectiveness of the San José Police Department’s program allowing sworn
personnel to work second jobs in uniform in addition to their City work. The report included 30 recommendations.

#1: The Police Department should develop and immediately
implement a written procedure for periodic review of off-duty
employment timecards including comparisons of: (a) City timecards
to off-duty timecards, (b) timecards for multiple off-duty jobs to each
other to test for fraud, and (c) hours taken for
administrative/disability/sick leave to hours worked off-duty. The
Department should also hold supervisors accountable for paying
attention to on-duty and secondary employment time keeping.

Police

Partly
Implemented

Following the audit, the Department updated procedures for the
Secondary Employment Unit (SEU) to include audits of timecards
to test for fraud, overlapping hours, as well as secondary
employment worked simultaneously with disability or other leaves.
However, due to staffing constraints, SEU was not able to
implement these audits immediately.

SEU also purchased scheduling software in 2013 that would
address some concerns identified by this audit, for example by
preventing employees from scheduling both a secondary
employment job and a City shift simultaneously. This functionality
of the software has yet to be fully implemented.

We should note that in our 2016 Audit of Police Overtime we found
some of the same problems that were identified by this audit.
Specifically, in a small sample review we found two instances of
possible overlap between secondary employment and overtime
hours works. We also found several instances where sworn
employees end their secondary employment shift and begin
another shift at the same time.

The Department is currently in the process of implementing its
scheduling software for special events. The Department advises
that the software will include and address concerns raised by the
audit. Target date: Feb-2019.

#2: The Police Department should develop a system to compile
real-time data regarding the number of hours worked and pay
earned from off-duty work.

Police

Partly
Implemented

In 2013, the Department purchased scheduling software that could
potentially allow for real-time data as recommended. The
Department has not made progress towards including secondary
employment tracking in the new system. The Department is
currently in the process of implementing its scheduling software for
special events. The Department advises that the software will
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include and address concerns raised by the audit. See
recommendation #1. Target date: Feb-2019.

#3: The Police Department should: (a) keep lists of work permits
and employers updated and be able to provide summary data; (b)
include tests in periodic reviews to ensure the completeness of pay
job hours that are reported to the City; (c) specify in the Duty Manual
the disciplinary consequences for both employees and supervisors
for failure to consistently report off-duty hours worked; and (d)
develop a way to track enforcement actions taken at pay jobs; one
possibility is a special code or call sign in CAD to designate calls
from those working secondary employment.

Police

Partly
Implemented

The Department made steps to implement sections of the
recommendation in 2012: (a) SEU developed detailed
spreadsheets of update work permit and employer lists; however,
SEU management advised that the unit did not have sufficient
staffing to keep the lists current; (b) The SEU Procedures Manual
was revised to require verification of hours worked based on
secondary employers’ records; however, SEU management
advised that the unit had insufficient staffing to conduct the
verifications; (¢) SEU management advised that several sections
of the Duty Manual outline disciplinary measures with regards to
secondary employment, although not specifically for failure to
consistently report off-duty hours worked; and (d) SEU created
specific call signs dedicated to secondary employment officers.

In 2014, the Department reported that it still lacked sufficient
staffing to fully implement parts (a) and (b) of the recommendation,
and that it would send a reminder to employees about the
requirement for them to report secondary employment hours. By
this time, officers were using call signs specific to secondary
employment jobs to track enforcement actions taken at pay jobs,
and SEU has continued to send reminders to its staff to use these
call signs. No further action has been taken by the Department on
the other parts of the recommendation since then. Target date:
Dec-2019.

#4: The SEU should report to the Police Chief at least annually on
the following data about the secondary employment program: (a) the
number of hours worked, (b) the amount of pay earned by employee
from each off-duty employer, (c) the number of employees who have
off-duty work permits, (d) the total number of permits, and (e) the
number of employers participating in the program. The report
should also note major changes or challenges with program during
the prior year.

Police

Partly
Implemented

The Department purchased scheduling software in 2013 that it
hopes can allow for tracking of hours worked and pay earned as
recommended in parts (a) and (b). The Department has not made
progress towards including secondary employment tracking in the
new system. The Department is currently in the process of
implementing its scheduling software for special events. The
Department advises that the software will include and address
concerns raised by the audit. Target date: Feb-2019.

#5: To promote transparency and accountability, the Police
Department should know and post annually, on the City’s web site,
total compensation earned by Police Department employees
working secondary employment in SJPD uniform. The Department
should know and post information for each employee by name, each

Police

Partly
Implemented

SEU has advised that in order to implement this recommendation,
an increase in SEU staff would be needed as the current
decentralized structure of secondary employment makes this a
labor-intensive task. The Department purchased scheduling
software in 2013 that it hopes can assist with the implementation
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employer where that employee worked, and the amount earned from
each employer during the year as reported by the employee to the
Police Department.

of this recommendation. The Department has not made progress
towards including secondary employment tracking in the new
system. The Department advises that tracking secondary
employment hours is currently not a priority and other Department
priorities have taken precedence over this item. Target date: Dec-
2019.

#9: The Police Department should enforce its procedure for periodic
inspections of secondary employers. As specified in the procedure,
such inspections should include reviews of: (a) current business
license and proper regulatory permits, (b) other required licenses or
professional certificates, (c) employer logs of officer work hours, (d)
consistency of job with description on work permit and employer
approval form, (e) whether officers at site have current/authorized
work permits on file. Inspections of a sample of employers should
occur at least quarterly, be documented, and notes maintained on
the resolution of problems. The Police Department should inform
employers and employees that such reviews will occur.

Police

Partly
Implemented

In 2013, the SEU commander began conducting inspections in
response to complaints about employer or employee conduct. The
inspections included reviews of the provisions outlined in the
recommendation. However, at that time, periodic or regular
inspections were not being conducted. In 2015, the Department
began to do periodic site inspections; however, again due to limited
staffing, the inspections have not included review of all items this
recommendation prescribed. Target date: Dec-2019.

#10: The Police Department should clarify (in writing) the City’s
limited liability with regard to workers’ compensation in the context
of secondary employment.

Police

Not
Implemented

The Department has met with the Office of Employee Relations,
City Attorney’s Office, and Risk Management on a case-by-case
basis as issues arise, but no written clarification has been drafted
regarding the liability associated with workers’ compensation in the
context of secondary employment. Target date: Dec-2019.

#11: The Police Department should immediately eliminate the
practices of allowing Department employees to solicit off-duty work
and allowing them to be paid in cash. The Department should
develop and implement a written procedure that includes a business
card SJPD employees can provide to businesses or individuals who
inquire about hiring off-duty police. The card could include contact
information for SEU and inform businesses that calling SEU is the
only way to arrange the hiring of SJPD employees. A provision
should also be added to secondary-employer agreements to prohibit
cash payments to SJPD employees for off-duty work and to require
employers to issue appropriate tax documents to pay job
employees.

Police

Partly
Implemented

In 2012, the Duty Manual was revised to prohibit Department
members from soliciting secondary employment and from being
paid in cash (with exceptions allowed if approved by the SEU
commander or the Chief of Police). In addition, Department
management advised that the secondary employer application was
removed from the intranet, and that all applications were required
to be processed through SEU. A tax document provision was not
added to the secondary employer application. The Department will
update its website to make information about hiring off-duty police
available on the Department’'s website. The Department is
reviewing online options to inform employers of their duty to provide
a 1099 to any SEU officer who earns $600 or more in the tax year.
Target date: Dec-2019.

#12: Assuming that the City continues to offer uniformed off-duty
employment to private employers, then the Department should
contact local business organizations as well as existing approved

Police

Not
Implemented

In 2012, the Department advised that it was considering options for
the future structure of the secondary employment program. The
Department is also considering adding language to the secondary
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employers and inform them of (a) revisions to the secondary
employment program, and (b) new procedures that prohibit officers
from soliciting jobs or accepting cash payments or gratuities, and
(c) how to contact the Department if they are interested in secondary
employment, (d) pay rates for secondary employment and
prohibitions on gratuities or other forms of compensation, and (e)
how to lodge a complaint or suggestion, and (f) the requirement that
SJPD employees may only enforce the law and may not enforce
employer rules. The Department should also provide guidance, in
writing, about how employees should address potential situations in
which there is a conflict between what a private employer requests
of them and their role as a City employee.

employment application itself to address some of these concerns.
However, no further action has been taken with regards to this
recommendation. Target date: Dec-2019.

#16: The Police Department should develop and implement written
guidelines that include criteria for how pay jobs are assigned by SEU
and by coordinators. The Department should also prohibit
employees who work in the Secondary Employment Unit from
working pay jobs, even if they were working such jobs before being
assigned to the unit. Reasonable exceptions should be included
related to oversight of special events.

Police

Partly
Implemented

The Department revised the Duty Manual in 2012 to prohibit
employees who work in SEU from working pay jobs. Exceptions
are made for SEU staff to work pay jobs coordinated through SEU
after obtaining approval from the SEU commander. This was
designed to allow SEU employees who were heavily involved in the
oversight/planning of a special event to be able to work at that
event and take advantage of their familiarity with it.

In 2014, SEU staff reported that pay jobs had become harder to fill
due to mandatory overtime requirements, and that the unit had not
been receiving complaints about the process for filling secondary
employment jobs. The Auditor's Office maintains that it is still
essential that the Department have criteria for how to assign
secondary employment jobs to ensure the perception of fair and
equitable distribution of such jobs. Target date: Dec-2019.

#17: The Police Department should revise its written guidelines for
the exercise of discretionary judgment in determining the number of
police employees the Department requires event organizers to hire
for special events. The guidelines should specify the criteria upon
which the decisions will be made and should also address how the
Department determines an appropriate mix of private security and
police.

Police

Partly
Implemented

In 2012, SEU advised that it was working with the Office of Cultural
Affairs (OCA) to find an appropriate mix of security, non-sworn
personnel, and police to staff events. In 2013, in collaboration with
the Department of Transportation (DOT) and OCA, the Department
created a new traffic control model. However, the model did not
address the issue of written guidelines. The Department
responded that it would continue to evaluate each event by looking
at historical data related to repeat events, and by working closely
with event promoters and DOT to determine the proper mix of
personnel and equipment. The Auditor's Office maintains that
written guidelines are important so as to be fully transparent in how
the Department determines appropriate staffing levels. Target
date: Dec-2019.

Page 37



Audit Report and Recommendation

Department

Current Status

Comments

#20: The Police Department should fully implement the
Independent Police Auditor's recommendation for ongoing ethics
training and should try to do so as soon as possible.

Police

Partly
Implemented

The Department conducted ethics training in 2012, and has
reported that the Video Unit was creating a video version of the
training for future use. By 2014, the Department advised that it had
scheduled ethics training every four years. The Department has
implemented a 21t Century Policing Plan which has procedural
justice and fair and impatrtial policing modules, but does not include
an ethics component. Target date: Dec-2019.

#21: If the Police Department retains the system of decentralized
coordination, the SEU should be solely responsible for appointing
coordinators and providing them with the lists of employees
available to work pay jobs. The SEU should also maintain an up-to-
date list of coordinators and the jobs they oversee. The Department
should also establish and implement clear written guidelines
regarding: (a) roles and responsibilities of coordinators and how they
fit within the chain of command, (b) a prohibition against any form of
compensation other than pay, (c) a fixed hourly rate for coordinators
as well as not-to-exceed limits on coordinators pay, (d) clarify that
coordinators can only be paid for actual hours of coordination rather
than an agreed upon estimate or “plug”, and (e) expressly prohibit
coordination on City time.

Police

Partly
Implemented

SEU management updated its list of all coordinators in 2012. By
2013, SEU was appointing all new coordinators and discussing
their roles and responsibilities with them. In June 2014, SEU
advised that it was researching an appropriate fixed pay rate for
coordinators and would recommend the adoption of that rate once
determined. There have been no further updates since then.
Target date: Dec-2019.

#22: The Police Department should: (a) calculate the cost of
bringing all coordination into SEU and the related impact on
employers’ fees (b) assess the impact on the hourly rate charged to
employers, as well employer fees, if coordination were brought into
SEU and employees were paid at an overtime rate. Given that
information, the Department should seriously consider three options
moving forward: (1) phasing into SEU the coordination of additional
pay jobs, (2) bringing all coordination into SEU, (3) bringing all
coordination into SEU and also paying employees on overtime
through the City.

Police

Partly
Implemented

SEU management advised that in 2012, some cost-benefit analysis
was conducted and that the Department was exploring options for
the future structure of the secondary employment program. There
have been no further updates since then. Target date: Dec-2019.

#23: The Police Department should: (a) immediately develop and
enforce a reasonable daily hour limit and should consider a rest
period prior to a regular shift; (one possibility is to reinstate the 14-
hour daily limit previously in place), and (b) apply the 24-hour weekly
limit for off-duty jobs even in weeks when employees have taken
time off, and (c) develop a way to ensure sufficient days off per
month.

Police

Partly
Implemented

In 2012, the Duty Manual was revised to limit to 16 the number of
hours worked in a 24-hour period. However, the 24-hour weekly
limit on secondary employment hours was also increased to 30
hours per week. This change was contrary to the intent of the
recommendation, which was to help reduce potential fatigue. The
audit report included the following quote from research about police
fatigue: “Everything we know about fatigue indicates that it will tend
to impair officers’ ability to perform their duties safely and deal with
job stresses in a healthy manner.” In 1995, when the Independent
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Police Auditor first issued a report about secondary employment,
the weekly limit on hours was 20 per week. It was subsequently
increased to 24, and then to 30 hours. Our 2016 Audit of Police
Overtime found similar concerns that secondary employment
worked on top of overtime could be exacerbating fatigue among
officers. Target date: Dec-2019.

#24: The Police Department should train employees on the topic of
police fatigue and the risks associated with it.

Police

Implemented

The Police Department offers voluntary training related to sleep,
insomnia and fatigue by hosting seminars from Kaiser's Health
Education Services, Managed Health Network and a sleep
specialist. The Department wellness coordinator has also issued
articles on sleep, stress and fatigue in safety and wellness
newsletters.

#25: Because engaging in secondary employment may prolong the
recovery of a member who has been injured, the Police Department
should (a) ensure that the existing Duty Manual provision prohibiting
secondary employment while on disability leave is enforced and (b)
develop a process for identifying employees who are working
secondary employment hours either concurrently or in the same
time frame as taking disability leave hours.

Police

Partly
Implemented

The SEU Procedures Manual includes a provision for auditing
employee timecards to check whether an employee was on
disability leave while working secondary employment. The
Department is currently in the process of implementing its
scheduling software for special events. The Department advises
that the software will include and address concerns raised by the
audit. Target date: Dec-2019.

#26: The SEU should be housed in the Police Chief’s office with the
appropriate mix of civilian and sworn employees, with an emphasis
on civilians to perform administrative duties and an emphasis on
stable staffing and sufficient staffing to provide oversight. Sworn
employees should be of sufficient rank to oversee all lower ranks
that work secondary employment.

Police

Partly
Implemented

In 2012, SEU was moved to the Office of the Chief. The
Department requested but was not approved for additional civilian
staffing. The Auditor's Office maintains that additional civilian
staffing could help relieve sworn staff of administrative duties, and
also provide stability to the unit. Target date: Dec-2019.

#27. The Police Chief should set clear goals and a timetable for
restructuring the secondary employment program and should
propose a plan as soon as possible to the City Council for secondary
employment going forward.

Police

Partly
Implemented

In 2012, SEU management advised that the Department was
exploring possibilities for the future structure of the secondary
employment program. No further updates have been provided
since then. Target date: Dec-2019.

#28: The Police Department should: (a) calculate the
comprehensive cost of the secondary employment program
(personnel, administrative costs, etc.), (b) compare those costs to
the revenue generated by related fees, and (c) determine the fees
that would be required to make the program 100% cost recovered
and present this data to the City Council.

Police

Partly
Implemented

SEU management advised that in 2012, the Department was
exploring options for the future structure of the secondary
employment program. There have been no further updates since
then. Target date: Dec-2019.

POTENTIAL BUDGET SAVINGS: The personnel costs of
operating SEU were estimated at $747,000 in the audit. Recovery
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of these costs through fees would reduce the subsidy by the
General Fund.

#29: The Police Department should fully recover the cost of
secondary employment liability policy either through increased
employee contributions or by a fee charged to secondary employers.

Police

Not
Implemented

SEU management advised that in 2012, some cost-benefit analysis
was conducted and that the Department was exploring options for
the future structure of the secondary employment program. There
have been no further updates since then. Target date: Dec-2019.

POTENTIAL BUDGET SAVINGS: The General Fund subsidy of
the secondary employment liability policy was $59,000 at the time
of the audit. If the program remains in its current format, requiring
participating employees to pay the full cost of the insurance would
eliminate the subsidy of the General Fund.

#30: Assuming that the City continues to offer uniformed off-duty
employment to private employers, the City should assess the public
and private benefits of the current provision of uniformed security
services to a broad range of private and public entities. The
Department should analyze the costs and benefits of continuing to
provide this service on such a broad scale as well as the potential
effects of limiting the program to certain types of jobs. The
Department should propose a plan for the future of the program to
the City Council that includes the results of this analysis.

Police

Partly
Implemented

SEU management advised that in 2012, some cost-benefit analysis
was conducted and that the Department was exploring options for
the future structure of the secondary employment program. There
have been no further updates since then. Target date: Dec-2019.

12-05 REVIEW OF FIRE DEPARTMENT PERFORMANCE MEASURES: IMPROVING THE USEFULNESS OF
DATA (Issued 5/10/12)

The objective of our review was to assess the appropriateness and accuracy of the Fire Department’s publicly reported performance

measures. The report included 3 recommendations.

#1: For those performance measures that it will continue to track,
the Fire Department should document methodologies for calculating
measures. In particular, the Bureau of Fire Prevention should
document its methodologies for calculating and reporting key
performance measures, including but not limited to measures for
internal day-to-day management and public reporting.

Fire

Partly
Implemented

The Fire Department has been working on reviews of performance
measures and methodologies since 2012. Additionally, the Fire
Department has undergone an organizational review which
included an analysis of some performance metrics. The
Department’s Information Technology work group expects to
complete automating calculations and report generation of key
performance measures for the Bureau of Fire Prevention by June
2018.

The Auditor’s Office notes that to complete this recommendation,
the Department should document methodologies for both external
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performance measures and data used for internal, day-to-day
management of performance. Target date: Jun-2018 (delayed
from Jun-2017).
#2: The Fire Department should continue to review—by core Fire Partly The Department reports that it has reviewed performance
service—its performance measures and determine which are most Implemented measures, and periodically continues such reviews. Performance
important to monitor and track on an ongoing basis for internal use, measures may be included in the NBS Government Finance
management purposes, and for public reporting. Review of the non-development fire inspection program.
The Auditor's Office will consider this recommendation
implemented when the Department provides documentation that
selected key performance measures are monitored and tracked on
an on-going basis for both internal use and public reporting. Target
date: Jun-2018 (delayed from Dec-2017).
#3: The Fire Department should assess—by core service—how Fire Partly The Department is planning and configuring dashboards that would
performance data can be used by management and staff on an Implemented provide staff access to operational performance measures. The

ongoing basis to help analyze past performance, establish next
performance objectives, and examine overall performance
strategies.

Department conducted training for end users in February 2018 on
report generation and analytical tools to utilize performance data in
improving service delivery. Target date: Jun-2018 (delayed from
Dec-2017).

12-06 ENVIRONMENTAL SERVICES: A DEPARTMENT AT A CRITICAL JUNCTURE (Issued 8/08/12)

The objective of this audit was a broad review of staffing and management with a special focus on how ratepayer funds are used and
the proposed Water Pollution Control Plant rehabilitation project. The report included 22 recommendations.

#12: In addition to more realistically planning for capital
improvements and the related budgeting for capital expenditures,
the Environmental Services Department, in coordination with partner
departments, should develop and/or update, and formalize fund
balance and reserve goals for ratepayer capital funds.

ESD

Implemented

At the time of our audit, large fund balances had accumulated in
the City’s ratepayer capital funds. In 2014, ESD hired a financial
consultant to develop recommendations and financial
management best practices to inform operational and strategic
decision-making guidelines used during the budget development
process. The guidelines are meant to ensure a standard approach
for collecting and expending ratepayer funds and establishing fund
balance and reserve levels. In 2015, ESD began documenting
procedures related to the development of its Capital Improvement
Programs. In December 2017, ESD finalized its Standard
Procedures for Source and Use Development. The procedures
provide guidance on developing reserve levels and fund balances
and proper review by ESD leadership. The procedures also
identify appropriate levels for specific types of reserves, including

Page 41



Comments

Operations and Maintenance Reserves, Rate Stabilization
Reserves, and Equipment Replacement Reserves. In some cases,
there are specific target levels for reserves that are defined in the
Municipal Code or (in the case of the RWF's Equipment
Replacement Reserve) by agreement with the City of Santa Clara.

At the time of our audit, the City had accumulated large ending fund
balances in its utility funds — totaling more than $278 million at the
end of FY 2010-11. The funds held in the Regional Wastewater
Facility (RWF) and sanitary sewer operating and capital funds
represented nearly two years of annual sanitary sewer revenue
collection. The sources of the large balances were lower than
expected capital spending, staff vacancies, and other budget
savings. Because of these large balances, we recommended the
Administration should propose a policy to hold rates steady when
fund balances exceed reasonable targets.

With the exception of Muni Water rates, which have increased each
year since the audit because of a rise in wholesale water costs,
increased operating costs, and water conservation efforts, ESD
held all rates at FY 2011-12 levels for a number of years. However,
beginning in FY 2015-16, rates began to rise for other services,
including sewer service rates that fund operations and capital
improvements for the RWF and the sanitary sewer system. In
addition, total ending fund balances have remained at more than
$270 million. Target date: Dec-2018 (delayed from Sep-2017).

Audit Report and Recommendation Department Current Status
#13: The Administration should propose the City Council establish ESD Partly
a City Council Policy which includes guiding principles so as not to Implemented
raise rates in years in which ratepayer fund balances exceed
reasonable targets.
#21: The Administration should consider recommending that the ESD Partly
City Council amend the public art ordinance to eliminate the public Implemented

art requirement for certain ratepayer-funded capital projects,
including those related to underground utilities or the wastewater
treatment process.

(Subject to
disagreement)

Among the objectives of our audit was to review the use of
ratepayer funds, as well as to identify opportunities to create
savings for ratepayers (per Mayor's June Budget Message for
Fiscal Year 2011-2012). At the time of the audit, the City’s utility
rates for sanitary sewer, storm sewer, and potable water resources
had risen between 41 and 89 percent over the prior five years (from
FY 2006-07 through FY 2011-12). By comparison, inflation over
that period rose only 15 percent. As noted in the update to
recommendation #13 above, rates had generally stayed steady
since the audit before recent increases beginning in FY 2015-16.

The use of ratepayer funds is restricted to spending that is related
to the service being provided through those rates. Because of
these restrictions and to reduce the financial impact on ratepayers,
other jurisdictions, including San Francisco and San Diego,
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specifically exempt underground utilities, as well as aboveground
pipes and similar projects from their percent for public art policies.

On June 6, 2017, the City Council amended the public art
ordinance to exempt Regional Wastewater Facility (RWF) capital
improvement projects from the percent for art ordinance -- saving
ratepayers an estimated $2.5 million over the next five years.
However, it did not address public art funding from other ratepayer-
funded capital programs, such as the sanitary and storm sewer
capital funds.

The sanitary and storm sewer capital funds have infrastructure
backlogs that potentially will impact utility rates for the City's
residents. In January 2018, the Administration estimated that the
City had a deferred maintenance backlog of more than $200 million
for the storm sewer system. The total backlog for the sanitary
sewer system was being evaluated at the time of the report;
however, the Administration estimated the system needed an
additional $1.5 million annually to maintain the system. The 5-year
Capital Improvement Program allocates $2.2 million to public art in
the sanitary sewer, storm sewer, and water utility capital funds.
Much of this is derived from underground utility projects.

The Administration has indicated that it does not plan any further
changes to the Public Art Ordinance at this time. Target date: TBD.

POTENTIAL BUDGET SAVINGS: The Adopted 2018-2022
Capital Improvement Program allocates $2.2 million to public art in
the City’s remaining ratepayer funded capital funds (primarily the
Sanitary Sewer Capital Fund).

#22: The Administration should propose the City Council adopt a ESD Partly See recommendations #13 above. Target date: Dec-2018
City Council Policy which includes guiding principles for evaluating Implemented (delayed from Dec-2016).

ratepayer costs and rate increases for fairness and appropriateness,

and balancing priorities, such as safe and reliable services, cost

efficiency, ratepayer impacts, and environmental outcomes.

12-07 FIRE DEPARTMENT INJURIES: A MORE COORDINATED RESPONSE AND BETTER FOLLOW-UP IS
NEEDED (Issued 9/12/12)

This audit focused on the handling of workplace injuries and the timeliness of treatment and recovery. The report included 15
recommendations.
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Department

Current Status

Comments

#3: We recommend that the Administration review and update Fire
Department job descriptions with more specific descriptions of the
physical requirements of what employees actually do on a day-to-
day basis, and make the job descriptions and physical requirements
easily accessible to physicians.

Human
Resources,
Fire

Partly
Implemented

As discussed in the audit, the job descriptions for the firefighter
series have not been updated since 1999 and have similar physical
requirements for differing classifications and ranks that could
needlessly limit getting employees back to work.

The Fire Department is planning to work with HR to review and
update Fire Department job descriptions based on the National Fire
Protection Association’s guidelines.  Target date: Jun-2019
(delayed from Jun-2018, originally targeted for Jun-2017).

#5: The Administration and Employee Health Services should
streamline and refocus the annual physicals by

a. removing duplication and focusing on job-specific and
State-mandated requirements, and

b. developing a process for handling those individuals who
are unable to meet pre-determined minimum fitness
thresholds. This may be subject to meet and confer and
could be applicable to other employees in physically
demanding positions around the City.

Human
Resources

Partly
Implemented

We previously reported that the Fire Department and the City
Employee Health Services Department never implemented a
Safety Committee recommendation to implement outcome-based
physicals. These physicals were to incorporate recommendations
from the National Fire Protection Association Standard on
Comprehensive  Occupational Medical Program for Fire
Departments.

The Department has implemented a semi-annual health risk
assessment fitness evaluation. If an employee gets a “fit score” of
2 or below, the Fire Chief may direct the employee to participate in
a fitness program while on duty.

Employee Health Services recently hired a full-time Nurse
Practitioner (from a previous part-time position) and developing
improved Medical Director resources which will enable the
department to coordinate with the Fire Department to revise the
annual physicals. Target date: Jun-2019 (delayed from Jun-2018).

#6: To ensure that Fire employees returning to the field from a long
absence of any kind are physically able to perform their job
functions, the City should develop a policy and process to require
them to undergo a physical agility test. This may be subject to meet
and confer, and could be applicable to employees in other physically
demanding positions around the City.

Human
Resources,
Fire, Employee
Relations

Not
Implemented

(Subject to meet
and confer)

When employees return to work after a long period, the City
generally relies on the employees’ physician to determine the
employee’s physical ability. However, we reported in the audit, that
the City has minimal communication with physicians on what a
firefighter's job entails. Further, even though all entry-level
firefighters undergo a comprehensive job-specific physical fithess
test, they never take it again after the first time. The City has no
way of knowing whether being away from the field for a long period
has hampered the employee’s ability to effectively perform his/her
job functions.

The Department has implemented a semi-annual health risk
assessment fitness evaluation. If an employee gets a “fit score” of
2 or below, the Fire Chief may direct the employee to participate in
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a fitness program while on duty. The Department also advises that
the annual employee evaluation is an additional tool that
supervisors can utilize if an employee is unable to fulfill their job
requirements.

According to HR, it is currently in the process of staffing up
Employee Health Services—it recently hired a full-time Nurse
Practitioner. It plans to work with the Fire Department and OER to
develop resources to ensure that Fire employees returning to the
field after a long absence are physically able to perform their job
functions. Target date: Jun-2019 (delayed from Dec-2018).

Currently Employee Health Services has only one staff person
when during the audit it had 3.5 FTE including a full-time physician.
Many of Employee Health Services’ responsibilities have been
outsourced to contracted employees. A reevaluation of the role of
Employee Health Services is pending. HR is currently working on
increasing staffing in Employee Health Services and recently hired
a full-time Nurse Practitioner. HR plans on evaluating the role of
Employee Health Services once it has been staffed up.

The City also does not routinely test an employee’s abilities to
return to work after long leaves of absences. This is important
because the goal of these types of tests is to ensure that all
firefighters are in a physical condition to perform basic job
functions. HR plans to develop proposed physical agility protocols
in conjunction with Employee Health Services for evaluation by
OER and the Fire Department.

The TPA contract requires the TPA to confirm medical status with
the physician, and work closely with the City and the primary
treating physician to maximize return to work potential and utilize
all available resources to minimize the City’s exposure. HR is
working with the new TPA (Intercare) to further define and develop
its role in the return-to-work process. See also recommendation
#5. Target date: Jun-2019 (delayed from Dec-2018).

Audit Report and Recommendation Department Current Status
#7: We recommend that the Administration clarify and reevaluate Human Not
the role of Employee Health Services, including, potentially, its role Resources Implemented
in:
a. testing employees’ physical abilities to return to work after
long leaves of absence,
b. the Fire Department’s return to work process, and
c. regularly contacting physicians to clarify employee
restrictions and provide them with details about the City’s
ability to accommodate the various restrictions.
#8: To ensure proper attention is given to the cost of workplace Fire Partly
injuries, the Fire Department should Implemented

a. work with the Workers’ Compensation Division to develop
and report on the total costs of disability leave (including
the cost of backfilling employees on disability leave), and

According to the City’s agreement with Local 230, the City agrees
to maintain a minimum level of staffing at all times. This means
that when an employee is out on disability the Department has to
backfill that position, either through relief staff or through overtime.
During the audit we estimated that backfilling for positions that were
out on disability would cost the City an additional $2.5 million.
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Comments

b. develop goals to reduce these costs by getting
employees back to work as soon as possible.

Developing goals for reducing injuries and disability costs is good
governance and a first step to developing a safety culture. The
Department has requested injury and leave data from HR. It will
continue to work with HR to develop goals and a more
comprehensive approach to the return-to-work program. Target
date: Jun-2018.

#12: We recommend that the Fire Department review injury data
and incorporate the review results into regular safety trainings.

Fire

Partly
Implemented

The Fire Department has prioritized hiring a Department Safety
Officer by October 2018. The Department plans to have the Safety
Officer focus on developing strategies to evaluate injury data and
trends for use in training. Target date: Jan-2019 (delayed from Jan-
2018, originally targeted for Dec-2016).

#14: We recommend that the Fire Department prioritize improving
its safety culture by dedicating the appropriate personnel with the
right authority to enforce and coordinate changes and raise
awareness about employee injuries.

Fire

Partly
Implemented

Prior to July 2011, the Department had a dedicated safety officer
whose job was to respond to and investigate serious incidents,
review supervisory accident investigations and ensure that they
were completed, respond to fire and vehicle incidents and provide
weekly reports of injuries in the Fire Department. The Department
eliminated this position in July 2011 and has not yet added it back.
Many of the safety officer functions fall on battalion chiefs. The Fire
Department has prioritized hiring a Department Safety Officer by
October 2018. Target date: Dec-2018 (delayed from Dec-2017).

#15: We recommend that subject to meet and confer with the
bargaining units, the City should discontinue its practice of paying
Fire and Police employees’ premium pays when the employees are
off of work due to a disability.

12-08 TEN YEARS OF STAFFING REDUCTIONS AT THE CITY OF SAN JOSE:
LEARNED (Issued 11/08/12)

Employee
Relations

Partly
Implemented

(Subject to meet
and confer)

The City previously discontinued its practice of paying Police
employees’ premium pays when the employees are off work due to
a disability. This has not been implemented for Fire employees.
The City will continue to negotiate issues related to premium pays
as they relate to Fire employees. Target date: Dec-2018.

POTENTIAL BUDGET SAVINGS: At the time of our audit, we
estimated that discontinuing these premium pays would save the
City over $600,000 on an annual basis.

IMPACTS AND LESSIONS

The purpose of this audit was to assess the impact of position eliminations, including layoffs, have affected the organization. The

report included 7 recommendations.

#1: We recommend eliminating bumping from the City’s civil service
rules as it is not cohesive with the City’'s modernized broadband

Employee
Relations

Not
Implemented

This recommendation would have to be considered as part of labor
negotiations. Target date: Dec-2018.
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classification structure nor with the complex and specialized work
that many City employees do. If elimination is not possible, we
recommend: limiting bumpin<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>