SAN JOSE CITY COUNCIL 09/20/2022
ITEM 3.5
DIGITAL PRIVACY UPDATE AND PUBLIC CAMERA USE

Information Technology Department in coordination with San José Police Department, City Manager’s Office, Department of Transportation, and Department of
Parks, Recreation & Neighborhood Services

Presenters:

Khaled Tawfik, Chief Information Officer, Information Technology Department
Albert Gehami, Digital Privacy Officer, Information Technology Department
Ed Schroder, Deputy Chief of Police, Executive Officer, San José Police Department

Frank Carrubba, Division Manager, Office of the Chief Crime Data Intelligence Center, San José Police Department



Context: Feedback from Committees

Appreciation for privacy Concerns for program
* Provides transparency « Slow down City
and peace of mind innovation

 Ensures data is used for Reduce effectiveness of
community’s benefits safety technology

» Smart Cities and Service Improvements in February 2022
» Public Safety, Finance, and Strategic Services in March 2022

Next steps

e Continue community
engagement

« Update data usage
policies



Data Usage Protocol (DUP) for Automated License Plate Reader (ALPR) Technology
UPDATED as of August 22, 2022

City of San José

Data Usage Protocol (DUP) for Automated License Plate Reader
(ALPR) Technology
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Q How can residents
request cameras in their
neighborhood?

A ﬁ
: - Build
Service Ivr:lsrlglﬁ;z you I Learn trust
frOm “Why” these? IEngage

to "how”

Impact on
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“Its seeming lack of seriousness about the privacy concerns of
Torontonians was likely the main cause of its demise”

MIT
Technology
Review

June
2022



Security and privacy
enable innovation
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Privacy program at a glance

)

a =

Over 1,000 residents Over 100 projects City-wide education on
reached reviewed for privacy privacy
(average 15
minutes/review)



© SJPD: Automated License
Plate Readers

P rOJ e CtS frO m ©® DOT: Automated Traffic Data

Collection

the memo

©® PRNS: Automated People
Counting




What are Automated License Plate Readers (ALPR)?
How does it make San José safer?

NG (2,4

Check plate for stolen
vehicle, amber alerts,
other crime lists

Investigate Safer Communities
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What we did

San José Police Department and the
Digital Privacy Officer worked
together to roll out stationary ALPR

Staff revisited ALPR data
usage per Council direction

Engaged City’s Digital Privacy
Advisory Task Force

Engaged residents in-person,
over zoom and online

Updated the Data Usage
Protocol — covers all ALPR
plans/projects
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Engaging
residents
on privacy

400

Traffic Safety Cameras
in San José
Zoom Webinar

San José is installing license plate
reader cameras at City intersections
to improve traffic and public safety.

Join the City's Digital Privacy Officer,
San José Police Department, and
Department of Transportation to
learn more.

Register for the webinar
here: bit.ly/CSjwebinar
Wednesday, August 24 at 6:30pm

to register

SAN JOSE

CAPITAL OF SILICON VALLEY

June 2, 2022

Smart Cities & Service Improvements Committee

Will Begin Shortly

AN

INFORMATION TECHNOLOGY

Your Government » Departments & Offices » Information Technology, » Digital Privacy »

DATA USAGE POLICIES & PUBLIC COMMENT

To continue improving the services we provide you, the City of San

José may collect data, process data, or share data with trusted

partners. San José wants you to be informed and have a voice in how
we use your data.
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How does the City use ALPR?

%\Will use to...

Will not be used to...

Support investigations Profile people by race, color, etc.
Respond to Amber/Silver alerts Investigate immigration

Find stolen vehicles Monitor people

Deter reckless driving View private spaces

Enforce parking limits Automatic traffic tickets
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What we
heard...

~100 Questions/
comments from the
webinar alone

What is the purpose of these readers?

Our team

City Manager’s Office San José Police Department

00 ®090

rrrrrr
u yd v Kley orrico c bb ccccc

Information Technology Department Dptmeth nsportation

POO® ©

Khaled Alber
Tawfik Ghmx

Where have the cameras been installed? Where will they be?

How much do the devices cost?

Have there been any “success stories”?

How will you prevent the data from getting into the wrong hands?

Will this automatically enforce traffic violations?

Can we get them installed in our neighborhood?
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Residents care about the technology in our City.
When we engage today, we build trust.
We learn how to innovate together.
We serve all residents better.



It takes a
great team...

QOur team

City Manager’s Office San José Police Department

\ @,, -
Q" J Shown:
Rob Kristen Judi Frank Carlos * Project Hope: Greg Cajina, Maria Cid, Gabriel Flores, Melissa Delgado,
Lloyd Van Kley Schroder Torrico Carrubba Acosta Viridiana CadenaS, Yazmin Rios
Information Technology Department Department of Transportation  «  McKinley Bonita Neighborhood Association: Consuelo de la Torre (center)
, Not shown:
() » Project Hope: George Leanos, Angelica Maria Lazcon, Sinh Tang
b » Digital Privacy Advisory Taskforce
Khaled Marcelo Arti Albert » Digital Privacy Working Group
Tawfik Peredo Tangri Gehami

« Cadillac/Winchester, Foxdale, Poco Way, Roundtable, Guadalupe

Washington Neighborhood Associations "



Next steps

@ Continue to create standards,
policies, and practices

© Support departments in technology
initiatives and engagement

e Provide updates in Committee
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Thank you!

Please reach out if you have
any questions.
Digitalprivacy@sanjoseca.gov

For questions:

Khaled Tawfik, Chief Information Officer, Information Technology Department

Albert Gehami, Digital Privacy Officer, Information Technology Department

Ed Schroder, Deputy Chief of Police, Executive Officer, San José Police Department

Frank Carrubba, Division Manager, Office of the Chief Crime Data Intelligence Center, San José Police Department

Kristen Van Kley — Deputy Public Information Officer; City Manager’'s Office of Communications
Judi Torrico — Deputy Director, Bureau of Technical Services; San José Police Department

Arti Tangri — Equity through Data Lead; Information Technology Department

Colin Heyne — Public Information Officer; Department of Transportation


mailto:Digitalprivacy@sanjoseca.gov
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